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Learning Objectives
• At the end of this session, participants will be able to: 

• Define the opportunities for improving health care downtime 
readiness and response as identified by Children’s Hospital Los 
Angeles (CHLA)

• List the strategies implemented by CHLA to standardize workflows, 
resources, and education as well as improving resource accessibility

• Apply strategies to enhance their organization’s downtime readiness 
and response capabilities
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About Children’s Hospital Los Angeles (CHLA)
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Level I Pediatric Trauma and Burn Resource Center

Level IV Newborn and Infant Critical Care Unit (NICCU)

LA County’s Pediatric Disaster Training & Resource Center



Why focus on Cybersecurity and 
Downtime? 
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Situation / Background
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Annual Hazard Vulnerability Assessment (HVA)
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FY25 HVA FY26 HVA

1 Generator Failure Cyber/IS System Failure

2 Cyber Unplanned Electrical Failure

3 Electrical Failure Mass Casualty Incident (non-HAZMAT)

4 Internal Flood Major Earthquake

5 Information Systems (IS) Failure Supply Shortage



Unplanned IS System Outage (Downtime)

• Any unplanned outage of 
Information Services technologies

• Phones and Email
• Electronic Medical Record (EMR)
• Other communication and 

collaboration platforms

• Requires specialized response 
considerations

• Alternate communication modalities
• Downtime charting
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How did we get here? 
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The Evolution of Downtime Readiness

2001-2013: 
CHLA moves to 

EMR system

OCT 2021: 
multi-system 
outage from  

damaged fiber line 
(8+ hours)

JAN 2022: 
internet outage 

from offsite data 
center power 

failure (2 hours)

APR 2024: 
downtime drills in 
frontline areas and 
Command Center 
tabletop exercise

JUN 2024: 
desk phone and 
Vocera voice line 
outage (3 hours)

APR 2025: 
Command Center 
tabletop exercise 

focused on 
ambulatory and lab 

medicine
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MAR – AUG 2023: 
Emergency IT Outage 

Response Plan

SEP 2023 – MAR 2024: 
Emergency IT 

Outage Project 
(gap assessment + 

drill planning)

JUL 2024 – JUN 2025: 
Downtime 

Optimization Project 
(Phase 1)

JUL 2025 – JUN 2026: 
Downtime 

Optimization Project 
(Phase 2)



Key Lessons Learned (2021 – 2022)

• Downtime plans for IS systems are reliant on a single point of failure
• Dependent on other IS systems to be functional

• Most team members are not fluent in “IS terminology”
• Rhapsody is down  data won’t feed into EMR (integration engine)

• Paper copies of the provider on-call schedule and pharmacy drug book 
were not readily available 

• IS Service Restoration Team activities were not coordinated effectively 
with the Hospital Command Center
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Improvement Actions (2023 – 2024) 

• New “Emergency IT Outage Response Plan” drafted and approved
• Command Center procedures to supplement (not replace) standard IS runbooks
• Plan addresses response procedures for systems with critical impact potential to 

direct patient care operations

• FY24 goal to validate new plan
• Develop and implement an annual education plan for IT Outages/Downtime and 

conduct a downtime drill with at least one direct patient care area by June 2024
• Deliverables: Knowledge gap assessment, curriculum development, and drills

• No-notice drills conducted in 1 inpatient med-surg unit & 2 ambulatory clinics 
(dialysis + GI) – focus: transition to downtime and contact IS Service Desk
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Key Lessons Learned (2023 – 2024)
• Knowledge gap assessment

• Did not know downtime computer location, how to log in, and its limitations
• Did not know the location of downtime documents, forms, and paperwork
• 43% said “strongly or somewhat agree” re: comfort with paper charting
• Overall concerns about outdated downtime paperwork and lack of standardized 

response resources

• Downtime drills
• Frontline team members appreciated opportunity to practice transitioning to 

downtime and requested more drills 
• Downtime resources need to be standardized across the organization
• Downtime computers need to work when needed and team members need to 

know how to use them
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Re-Evaluation of Current State (May – June 2024)

• Downtime policies – not aligned or standardized
• Each department had their own policy and definitions differed 

• Downtime computers – not located in all patient care areas
• All inpatient areas but only some ambulatory areas
• Departments managing independently with no oversight and no standardized expectations

• Downtime resources – no centralized ownership of job aids
• SuperKIDS committee typically pushes out new charting features, etc. 

• Downtime education – no standardized requirement
• In 2023, one-time education done for new Emergency IT Outage Response Plan

CHA DISASTER PLANNING CONFERENCE 2025 14



Example: Policy Inconsistencies
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How do we address all of these 
gaps? 
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The Downtime Optimization Project
Deliverables

• Audit of downtime computers

• Organization wide preparedness assessment

• Standardized template(s) for downtime 
resource binders, including job aids and guides

• Educational module (iLearn)

• Policy revisions
• Downtime computer check requirements
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Objectives
• Standardize downtime response, resources, 

and education

• Streamline transition to downtime

• Minimize impacts of downtime on patient 
care and operational efficiency

• Enhance/upgrade existing resources

• Reduce team member anxiety towards 
downtime



Complexity of Downtime Optimization

IN SCOPE (Phase 1)
• Crosswalk of downtime policies

• New downtime readiness policy 

• Development of standardized 
downtime education module and 
resources (binder)

• Audit of downtime computers

• Inpatient units, Ambulatory Clinics 
(except procedural areas*), ED

OUT OF SCOPE (Phase 2)
• Revision of existing downtime 

response/recovery policies
• Procedures for extended downtime

• Procedures for other EMR and 
clinical IS systems

• Procedural and ancillary areas
• Perioperative areas
• *Radiology & other procedural areas
• Lab, Clinical Nutrition, Social Work 
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How do we know our current state of 
preparedness?
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Perceptions of Downtime Preparedness Survey
• I know where to find CHLA’s downtime resources to continue my work if an unplanned EMR 

downtime event occurred.

• I am comfortable with using a CHLA downtime computer to access resources that I would need 
during an unplanned EMR downtime event.

• At this time, I feel that I have received adequate training on CHLA’s EMR downtime procedures.

• At this time, I feel prepared to transition to an unplanned EMR downtime event.

• If there was an unplanned EMR downtime event, what are your biggest concerns?

• How could we better support and/or train you so that you feel more prepared to respond to 
unplanned EMR downtimes?
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Pre-Intervention Survey Results Overview
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Pre-Intervention Survey Results Overview
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What are your biggest concerns during 
downtime?

• “I don’t know what to do”

• Coordinating care between 
departments, i.e. lab, imaging, etc.

• Unsure where resources are located 
or how to use them

• Patient safety and care delays – result 
delays, medication errors, entering 
new orders, miscommunications

• How to paper chart

How could we better support and/or 
train you?

• Provide more required training, such 
as an annual iLearn

• Educate team members on binders

• Downtime drills/mock downtime 
events

• Provide communication plans

• Checklists and job aids
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How do we know the downtime 
computers are ready for use?

How do we ensure they remain ready 
for use?
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Downtime Computer Maintenance

Key Challenges
• Not maintained or managed 

by a central team
• Outdated and several 

computers missing

• Audit showed that 100% of 
the computers had issues

• Not updating patient lists
• Unable to connect to printer
• Not restarted for extended 

periods – no updates
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Downtime Computer Checks
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How do we ensure essential 
downtime resources are readily 
available and kept up-to-date?
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Downtime Binders
• Some areas independently created binders

• No standardization across organization

• Counterpart to Department Emergency Red Binders
• Contain Department Emergency Action and Business 

Continuity Plans

Binder Contents
1. Preparedness Procedures (Ongoing – Before Downtime)
2. Resources and Procedures (During Downtime)
3. Recovery Procedures (After Downtime)
4. Frequently Asked Questions
5. Downtime Packets (Masters) and Form Reordering
6. Phone and Fax Numbers
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How do we educate team members 
and socialize new resources?
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Downtime Education

• Focus on transition to downtime

• Goals:
• Avoid “iLearn fatigue”
• Provide frontline team members 

with guidance for transitioning to 
downtime, then where to find 
resources to enable them to 
respond in their specific areas
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Department Disaster Leaders
• General Role: to support emergency 

preparedness and response efforts

Understand and apply procedures in 
Department Emergency Action Plan

Conduct emergency training for team 
members and monitor compliance with 
annual training requirements

During an emergency, direct other 
team members, assign duties, and 
coordinate response procedures for 
work area; report to Command Center 
for additional assignments if requested
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• Provide feedback on available resources
• Assist with weekly computer checks 
• Be a resource during downtime response



How do we know our 
interventions were effective?
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Post-Intervention Survey Results Overview
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Post-Intervention Survey Results Overview
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Where do we go from here? 
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What’s Next (Phase 2)
Downtime Computers

 Reconfigure existing computers with more location-based patient lists
Add computers to newly identified locations (balancing fiscal responsibility and stewardship)
Assess effectiveness of weekly computer checks (based on new dashboard and new Downtime Readiness Policy)

Downtime Binders/Forms
 Revise downtime forms (based on new downtime procedures)
 Streamline process for accessing/ordering downtime forms (in partnership with HIM and Mail/Copy Room)

Downtime Education and Gap Analysis
Validate effectiveness of supplemental downtime education (by Department Disaster Leaders in each unit/area)

Downtime Policies/Procedures
Define minimum downtime documentation requirements and back-charting expectations
 Centralize downtime policies (registration response & recovery and clinical documentation response & recovery)
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Downtime Policies and Procedures

• High-level policies (with area-specific procedures as attachments)

• Preparedness/readiness policy
• Maintenance of downtime computers and other resources

• Response and recovery policies
• Patient registration
• Clinical documentation

• Challenges: unclear regulatory guidance (on minimum charting standards) 
and extended downtime implications (especially for back-charting) 
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Minimum Charting and Back-charting 

• CDPH Program Flex (COVID – Surge Standards for Nursing Documentation)
• Patient assessments by exception and abnormal findings/clinical status changes
• Critical lab values/results, vital signs, and clinically relevant intake/output
• Medications and treatments administered (including insertion of invasive lines)
• Key patient information (allergies, ht/wt, DNR, etc.) and clinically relevant medical provider 

communications
• Restraints, isolation precautions, patient discharge education, and shift note
• Other nursing care documentation – by exception, shift note, or hybrid approach

• Extended Downtime Implications
• Back-charted in the system vs. scanned documents in EMR
• Who is responsible for back-charting and in what timeframe
• What feeds into automated facility and provider charges (financial reimbursements)
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What did we learn and how can 
this help you?
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Lessons Learned
• Do not assume you know the current state of preparedness

• Take time to understand the “whole picture” and if there are ongoing project siloes 
happening already

• Keep it simple – what do frontline team members need to know so they can 
continue to provide patient care?

• Involve key stakeholders early and create an enthusiastic workgroup that 
will assist with driving deliverables forward

• Can always remove team members from workgroup but cannot add back information 
that would have been valuable to know from the beginning

• Be flexible and accept that things may move slowly
• Large projects will take time and things may frequently change
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Essential Tasks

1. Obtain buy-in

2. Gap assessment prior to intervention

3. Ensure you are including all stakeholders

4. Evaluate the current state of existing 
resources – forms, computers, etc.

5. Create a workgroup and delegate

6. Determine an effective approach for your 
organization

7. Develop education and/or a socialization 
strategy

Stakeholders

• Information Services

• Health Information Management

• Clinical Services
• Inpatient, Ambulatory, Procedural, Emergency 

Department, Pathology and Laboratory 
Medicine, Imaging

• Emergency Management

• Ancillary Services
• Guest Services

• Organization Leadership
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Questions?
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Thank You!
Erika Cheung, MSN, RN, CPN
Manager, Emergency Management and Pediatric Disaster Training & Resource 
Center
Children’s Hospital Los Angeles
echeung@chla.usc.edu 

Vicky Olson, MPS, RN, CHEC II
Program Manager, Emergency Training and Exercises
Children’s Hospital Los Angeles
volson@chla.usc.edu 

mailto:echeung@chla.usc.edu
mailto:volson@chla.usc.edu


Appendix
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Downtime Binder Assembly Guide
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Downtime Binder Assembly Guide

CHA DISASTER PLANNING CONFERENCE 2025 50



Department Disaster Leader Training Package
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Department Disaster Leader Training Package
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