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1

This Cyber Disruption Toolkit will help hospitals develop and implement strategies to mitigate cyber disruptions 
at their institutions. Innovation and technology have transformed how patient care is provided, whether at the 
bedside or via telemedicine. Cutting-edge care dependent on technology exposes crucial vulnerabilities that 
can bring patient care to a standstill. 

Cyber disruptions have become increasingly prevalent in all industries, with health care being one of the major 
targets of cyber criminals. Hospitals remain vulnerable to cyber disruptions, including deliberate attacks on 
organizations, which cause technology to fail. Despite these challenges, hospitals prioritize preparedness to 
ensure that the core functions of providing patient care can continue following a cyberattack.

This toolkit provides guidance and best practices to help emergency managers, hospital operations staff, clinical 
leaders, and information technology (IT) professionals prepare for, respond to, and recover from a cyber disruption. 
Focused on the continuity of patient care operations, the toolkit highlights relevant IT, legal, and regulatory resources. 

ACKNOWLEDGEMENTS
GNYHA formed an interdisciplinary internal committee in 2016 to address the cybersecurity needs of our mem-
bers. We have worked with Federal, State, and local government partners to provide education, resources, and 
advocacy to our members. This toolkit stems from years of internal effort by GNYHA’s Cyber Committee and 
Emergency Preparedness team and is informed by the knowledge and experience of our membership. 

The toolkit also draws on the expertise and experience of hospitals including Hospital for Special Surgery, 
Memorial Sloan Kettering Cancer Center, NYC Health + Hospitals, NewYork-Presbyterian Hospital, Northwell 
Health, NYU Langone Health, One Brooklyn Health, The Brooklyn Hospital Center, Yale New Haven Health, and 
the University of Vermont Medical Center.

GNYHA is grateful for the support of our Federal, State, and local partners, including the Department of Home-
land Security’s (DHS) Cybersecurity and Infrastructure Security Agency (CISA), which have provided expertise, 
information, and background for this toolkit. 

As the cyber landscape continues to evolve and challenge us, we thank our partners for helping to ensure our 
hospitals remain resilient, prepared, and focused on their core mission, which is to provide timely, high-quality 
patient care to their communities.

Introduction
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HOW TO USE THIS TOOLKIT
This resource should supplement established emergency operations plans. It can be modi!ed to your organiza-
tion’s size, resources, complexity, and capabilities.

The toolkit comprises four main sections: background on cyber disruptions and cyber attacks, preparedness 
steps your organization can take during normal operations, considerations during a cyber disruption response, 
and recovery actions. You will !nd the following features throughout this document:

Hyperlinks are provided for additional resources that expand upon concepts in the toolkit.

ADDITIONAL RESOURCES

Case studies provide real-world examples to illustrate the information provided.

CASE STUDIES

Call-out boxes are used to supplement the information provided.

CALL-OUT BOXES

Templatable documents can be used as “tear-aways” and added to your organizational plans. Where 
possible, links to editable documents are also included.

TEAR-AWAYS

Important Terms and Definitions
• Downtime: Planned or unexpected events when a technology system is unavailable or fails to perform 

as designed.
• Cybersecurity Event1: An event that has been determined to have impacted an organization, prompting 

the need for response and recovery.
• Cyber Attack1: Any kind of malicious activity that attempts to collect, disrupt, deny, degrade, or destroy 

information system resources or the information itself.
• Cyber Disruption: Used to categorize any interruption or disruption of technology, whether malicious or 

non-malicious, occurring at a health care facility.
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Cyber Disruption Threat 
Profile & Background

Health care organizations—due to their reliance on technology and the high monetary and intelligence value of 
their data—are targets for cyber disruptions. Targeted data attacks can expose valuable information, including 
patients’ protected health information (PHI), !nancial information (e.g., credit card and bank account numbers), 
personally identifying information (e.g., Social Security number), and intellectual property around medical re-
search and innovation.

Terrorist organizations, cyber thieves, and state actors can carry out cyber attacks. Political con"icts abroad can 
increase the threat of cyber attacks, particularly from state actors that are adversarial toward the United States. In 
2023, the Department of Defense (DOD) identi!ed the People’s Republic of China, Russia, North Korea, and Iran 
as countries with current political con"icts that pose a cyberthreat against the US. Organizations should monitor 
threats to critical infrastructure from state actors.2

Ransomware attacks have more than doubled from 2016 to 2021 (43 to 91)

TRENDS IN RANSOMWARE ATTACKS ON US HOSPITALS, CLINICS, AND OTHER 
HEALTH CARE DELIVERY ORGANIZATIONS, 2016–213 

PHI exposure increased 

1.3 million (2016) to
16.5 million (2021)

of health care delivery 
organizations that experienced 
a ransomware attack had 
disruptions in care delivery

The increase in the number of attacks that 
were reported very late are exceeding the 
statutory limit of 60 days from the attack

44.4%

From 2016 to 2021, the number 
of ransomware attacks that 
resulted in some or all the stolen 
PHI being made public increased
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4

Common Types of Cyberattacks

Ransomware Malicious actors use ransomware attacks to effectively “lock” an institution’s IT system, 
preventing users from logging into applications or workstations, rendering technology 
useless until a ransom is paid.4 This type of attack has the biggest impact on patient care. 
Among health care organizations that experienced a ransomware attack, 68% said it dis-
rupted patient care, with 59% of those respondents saying it resulted in delays and proce-
dures that resulted in poor health outcomes.5 Twenty-eight percent of respondents from 
organizations that experienced a ransomware attack said it caused a rise in the patient 
mortality rate.5 More than 70% of successful cyberattacks on health care organizations in 
the previous two years were ransomware attacks, according to a 2019 report.6

Example: The University of Vermont Medical Center cyberattack in 2020.

Denial of 
Services (DoS)

DoS attacks involve malicious actors sending a massive number of individual requests to 
an institution’s servers, such as their website, overwhelming the system and resulting in 
near-impossible use of the system. DoS attacks account for 48% of cyberattacks.7

Example: Boston Children’s Hospital Cyberattack 2014

Vectors and Mechanisms for Malicious Attacks

Social 
Engineering 
(e.g., Phishing)

Phishing is a cyberattack that involves sending a message, usually via e-mail, to employees. 
Social engineering—or the manipulation of an individual’s online behavior—is exploited 
to in"uence at least one of the recipients to open the message and either navigate to a 
website or download a !le that has been rigged with malware.7 Often, e-mails resemble 
an of!cial notice from an institution or may look like they were sent from a colleague. The 
sender may also be trying to in"uence the recipient to reply with con!dential or sensitive 
information or to take actions such as changing payment or payroll information or reset-
ting or sharing passwords to bene!t the threat actor. Social engineering attempts can lead 
to cyberattacks such as DoS and ransomware.

Network-
Connected 
Medical 
Device 
In!ltration

Outdated medical devices that lack security patches can be leveraged to access an institu-
tion’s network or to provide false medical information. While unsecure medical devices are 
among the top threats facing health care organizations’ cybersecurity posture, only 51% 
of organizations say their cybersecurity strategy includes prevention and response to an 
attack on network-connected medical devices, according to a 2023 survey of health care 
organizations.5

Accidental 
or Malicious 
Insider Data 
Loss 

Insider threats can be either unintentional or malicious and consist of employees, contrac-
tors, or other individuals who may have access to an institution’s knowledge, databases, or 
systems. Of the data breaches reported as an insider data loss, 61% were primarily uninten-
tional or caused by negligence.8

Loss or Theft 
of Equipment 
or Data

This is another form of insider threat, 25% of which resulted in stolen credentials due to 
worker negligence.8
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IMPACTS ON PATIENT CARE
Patient safety and care delivery are key concerns during cyber disruptions.9 Cyber disruptions that disrupt access 
to medical records and the operation of critical medical devices and other technologies can hinder a hospital’s 
ability to effectively provide patient care. Bad actors seeking to steal private patient data can also alter said 
data—intentionally or unintentionally—which could seriously impact patient health and outcomes.

In a Ponemon report on the impact of ransomware on patient safety, 53% of respondents from health care orga-
nizations said that a ransomware attack disrupted patient care, and 45% of respondents said that ransomware 
attacks caused complications in medical procedures. 70% of respondents reported that a ransomware attack 
caused an increase in ambulance diversions. Finally, 21% of respondents stated that ransomware had a negative 
outcome on patient mortality rates.10

Burlington, Vermont – University of Vermont Medical Center
The University of Vermont Medical Center experienced a cyber attack in 2020 that greatly impacted ser-
vices across the hospital. The attack caused the oncology department to see a 41% decrease in total 
outpatient visits. In the !rst week, 63% of the facility’s infusion center visits dropped (before rebounding 
steadily over the following weeks).11 Notably, a study found that there is an increase in mortality when 
there was a treatment delay of four weeks.12

Düsseldorf, Germany – Düsseldorf University Hospital
In 2020, a 78-year-old woman suffering from an aortic aneurysm was being transported to Düsseldorf 
University Hospital when a ransomware attack caused the ambulance to divert to a hospital further away. 
The delay in receiving lifesaving treatment resulted in the woman’s death before arriving at the hospital.13

Mobile, Alabama – Springhill Medical Center
Springhill Medical Center experienced a 2019 ransomware attack that impacted hospital operations.14 A 
subsequent lawsuit alleged that a pregnant patient’s baby died because the ransomware attack disrupted 
many vital hospital operations during labor and delivery. Speci!cally, the lawsuit alleged that fetal tracing 
information was only available at the patient bedside and not remotely at the nurses’ station.15

CASE STUDIES

FINANCIAL CONSEQUENCES
Stolen health records can be worth up to 10 times more than stolen credit card data on the dark web. The cost 
to address a health care breach is almost three times that of other industries—averaging $408 per stolen health 
record versus $148 per stolen non-health record.9 Overall, a single cyber attack can cost a health care organiza-
tion more than $10 million.17

Cyber disruptions can impact a hospital’s revenue cycle. A 2021 cyber attack against Scripps Health in California 
that disrupted patient care resulted in an estimated $90 million in lost revenue.18  
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Ransomware attacks not only negatively impact the targeted hospital, but 
also adjacent hospitals:

RANSOMWARE ATTACK ASSOCIATED WITH DISRUPTIONS AT ADJACENT 
EMERGENCY DEPARTMENTS IN THE US16

127.8% 
increase in visits 
where patients left 
without being seen

47.6% increase in median 
waiting room times

35.2% increase in mean 
ambulance arrivals

50.4% increase in visits where 
patients left against medical 
advice

6.7% increase in mean 
admissions

Spring Valley, Illinois – St. Margaret’s Hospital
The !nancial impacts of cyber disruptions on health care organizations have led to bankruptcies and clo-
sures. St. Margaret’s Hospital was forced to permanently close following a ransomware attack that delayed 
its ability to submit claims to insurers for months.19

CASE STUDY

Two factors that can severely impact hospital revenue during a cyber disruption are 1) decreased patient volume 
and elective surgical procedures and 2) inability to recoup care costs from insurance payers.

REPUTATIONAL HARM
Cyber disruptions can have a lasting impact on a health care facility’s reputation. 83% of consumers said they 
would not patronize a business for several months after a cyberattack, with 21% saying they would never return 
to the business.20 

Harm to a hospital’s reputation can be compounded if PHI is compromised, which can also lead to lawsuits, as 
seen in the aftermath of the 2021 Scripps Health cyber attack.21
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Preparedness

Successful outcomes from a cyber disruption begin during the weeks, months, and years before it happens. 
Preparedness helps organizations to ensure that continuity gaps are addressed and patient care impacts are 
signi!cantly minimized.

CYBER AS AN ORGANIZATIONAL-WIDE CULTURAL PRACTICE
Because cyber is an enterprise risk, a culture of cyber preparedness and mitigation is essential for a successful re-
sponse to a cyber disruption and must be instilled across the organization. Typical cyber preparedness sits within 
an organization’s IT team, which includes cyber hygiene practices such as multifactor authentication and phish-
ing awareness campaigns. All levels of an organization, from frontline staff to the chief executive of!cer, need 
to understand the importance and implications of cyber hygiene. The preparedness practices below are critical 
steps to building your organization’s resilience and 
require your leadership’s buy-in. 

High Reliability Organizations
The Joint Commission de!nes organizations that op-
erate in complex, high-hazard domains for extended 
periods without serious accidents or catastrophic fail-
ures as high reliability organizations (HROs).22 Charac-
teristics of HROs include preoccupation with failure, 
reluctance to simplify, sensitivity to operations, def-
erence to expertise, and commitment to resilience. 
Many hospitals already have developed programs to 
become HROs. Cyber disruption preparedness can be 
leveraged within this model, from leadership engage-
ment to frontline staff. HRO initiatives are an advanta-
geous model to use for preparedness efforts and can 
be an ef!cient mechanism for training (see page 14).

DEVELOP EXPERT TEAMS

Patient 
& Family 

Engagement

LEADERSHIP / CULTURE

Transparency
Preoccupation 

with Failure

Communication
Deference to 

Expertise

Continuous Learning
Sensitivity to Operations

Accountability
Commitment 
to Resiliency

Improvement 
Models

Reluctance to 
Simplicity

https://web.mhanet.com/media-library/high-reliability-organization-toolkit/

The following “teams” were adapted based on the iDart Model, which was developed by Massachusetts General 
Hospital and via conversations with multiple GNYHA member hospitals.23
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Disruptions can cause chaos in organizations, emphasizing the importance of clearly de!ned roles and responsi-
bilities for staff to minimize confusion in the event of a cyber disruption. While the following teams with de!ned 
roles and responsibilities are noted for consideration, these functions should be embedded into existing quality 
and incident response structures, where possible.

Cyber Champions
During a cyber disruption, your organization’s IT department will be spread thin working to bring multiple sys-
tems back up. To alleviate the pressure on IT personnel, your organization should establish “cyber champions” 
across both clinical and non-clinical teams. These individuals will bridge the preparedness and response gap 
between IT and the clinical workforce. 

Cyber Disruption Incident Response Team
As an organization’s initial response to a potential cyberthreat, the cyber disruption incident response team 
is immediately alerted to any IT outage. At a minimum, this team should consist of IT manager(s), IT clinical 
representatives, emergency manager(s), hospital administrator(s) on call (AOC), and nursing administrator(s) at 
affected hospitals. Health systems should adapt this con!guration based on their corporate structure and deter-
mine the need for a corporate-level team and hospital-speci!c team. Initial impacts and concerns are de!ned by 
this group, which understands that impacts at facilities determine the need to escalate an incident to hospital 
administration and/or activate their command center and incident command system (see page 25). This team 
should align with existing emergency operations plans and be incorporated as appropriate.

Cyber Policy Group
An executive group must be engaged early during cyber disruptions to provide strategic direction on cyber pol-
icies. Organizations may have a pre-established executive team charged with decision-making on an emergency 
basis, which should be leveraged for cyber disruptions. This policy group should be kept to a manageable size 
to ensure effective decision-making and should include at a minimum the chief executive of!cer (CEO), chief 
information security of!cer (CISO), chief information of!cer (CIO), chief !nancial of!cer (CFO), chief operating of-
!cer (COO), chief communications of!cer, general counsel, and emergency management leadership. Alternate 
means of communication are crucial and could include providing home phone numbers and personal e-mail 
addresses. Your cyber insurance carrier may have additional resources that this policy group can leverage early 
in a response. This executive team should be integrated into your facility’s incident management structure and 
connected to the incident commander/uni!ed command.

Department Downtime Teams
Department downtime teams that are well-versed in all downtime procedures should be established for each 
department or unit. Department downtime leads should develop comprehensive planning for operational 
downtime procedures. Teams should be formed to address both the operational and IT aspects of downtime. 
The department downtime team should consist of staff and managers in the department and work closely with 
IT disaster recovery teams to develop, educate, and drill staff on downtime procedures (see page 14). Clinical 
departments should also include representatives from the patient quality and safety team.
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PREPARING FOR DOWNTIME
Departments and units should determine which devices are reliant on network and/or internet connectivity and 
educate staff about them. Workarounds should be developed prior to these devices failing. Recognizing the 
entire constellation of reliant devices, including non-obvious pieces of technology, is important. Evaluating core 
systems (see page 22) can provide further understanding of the entire scope of reliance.

Downtime procedures should be considered for every piece of technology that your organization uses.

IT teams have three core missions during an incident response:

• General IT Support—ensure technology works for the end user
• Disaster Recovery—scope and bring IT systems back online
• Forensic Investigation—understand the root issue of the cyber disruption, including determining 

if disruption is a cybersecurity issue

Your IT department may organize differently. IT departments must be engaged to understand the struc-
ture of their response and how to navigate it within your organization’s incident management structure.

NOTE ON IT TEAMS

Ensuring consistent processes at all af!liated facili-
ties, campuses, and institutions can avoid discrep-
ancies in recordkeeping and documentation and 
ensure competency among staff members. Down-
time procedures should be developed at the highest 
practical level (e.g., nursing department develops 
downtime for infusion pumps, intensive care unit 
[ICU] develops downtime for extracorporeal mem-
brane oxygenation).

Critical Data Backups
Organizations rely heavily on data for their everyday 
operation whether they are using electronic health 
records (EHRs) to inform patient care or analyzing 
payer information to track revenue or time clock data 
for employee compensation. Data is an organiza-
tion’s critical backbone.

A signi!cant cyber disruption such as a ransomware 
attack will lead to a considerably long outage. While 

Workplace 
Applications

Telecommuni-
cations

Facility & 
Environmental

Support 
Services

Clinical 
Applications

Security 
Services

Regulatory 
Reporting

Revenue
Cycle

External
Facing

Employee 
Intranet

IT Systems
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your organization may have prepared staff for planned downtime during maintenance or system updates that 
often take hours, when an outage is extended to weeks and months, it is important to prepare differently.

3 copies 
of data

3-2-1 RULE

2 media 
types

1 stored 
of"ine

All areas of your organization should implement the 3-2-1 rule for cru-
cial data, which calls for three copies of data to be retained on at least 
two different types of media—with at least one of them stored of"ine.24 
While your IT department’s practices could include backing up data, 
of"ine and analog backups should be kept at a department level to 
ensure quick access, particularly as IT staff may be unavailable for indi-
vidual department requests.

All units should have access to a downtime computer, which provides 
an of"ine copy of patient records for reference. Staff should maintain 
competency and ensure regular IT training on how to access and use 
these computers in case of a disruption. Planned downtime for regular 
system maintenance is an ideal opportunity to maintain staff compe-
tency in backup technology. 

Health Information Exchange 

EHRs are often the !rst systems to be impacted during a cyber dis-
ruption, bringing normal operations and patient care to a halt. While 
of"ine backups of patient records are critical, if a downtime computer is not operational or a patient’s chart is 
inaccessible, your region or state’s health information exchange (HIE) may be able to provide patient-speci!c in-
formation. Organizations should understand how to access and use HIEs to access pertinent health information 
as part of their preparedness efforts. 

Statewide Health Information Network for New York (SHIN-NY)

New York State’s SHIN-NY is the statewide HIE, which facilitates the secure electronic exchange of patient health 
information among health care organizations.25 While this is an important resource, it is not the be-all and end-
all. For the most part, quali!ed entities (QEs) maintain only a snapshot of a patient’s record, called the consol-
idated continuity of care document (C-CDA). The C-CDA comprises certain structured data elements that are 
necessary for continuity of care, such as information on medication, vital signs, and immunizations. Although 
limited, the C-CDA could provide some information that may be helpful to the continuity of patient care during 
a cyber disruption.26

 
New York State’s QEs are listed on the following page. Determine which QEs your organization belongs to and 
the primary contact from your organization. Your organization may participate in multiple QEs depending on 
each individual facility’s location. Whether or not you rely on a QE during downtime, you should contact your QE 
if you experience a cyber disruption incident due to your organization’s connection to the QE’s system. Organi-
zations should review their participation agreements with their QE for any requirements related to reporting and 
coordinating the response to security incidents.
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• Bronx Regional Health Information Organization (RHIO): https://bronxrhio.org/contact-us/
• HealtheConnections: https://www.healtheconnections.org/contact-us/ 
• HEALTHeLINK: https://wnyhealthelink.com/contact/ 
• Healthix: https://cx.healthix.org/contact 
• Hixny: https://hixny.org/contact-us/ 
• Rochester RHIO: https://rochesterrhio.org/contactus 

NEW YORK STATE QEs

• New Jersey Health Information Network: 
 https://www.njii.com/healthcare/new-jersey-health-information-network-njhin/
• Connie (Connecticut HIE): https://conniect.org/
• CurrentCare (Rhode Island HIE): https://riqi.org/solutions/health-information-exchange/currentcare/
• PA Patient & Provider Network (Pennsylvania HIE): 
 https://www.keyhie.org/products-services/pa-patient-and-provider-network-p3n
• eHealth Exchange (National HIE): https://ehealthexchange.org/

HEALTH INFORMATION EXCHANGE PLATFORMS OUTSIDE OF NYS

CLINICAL PREPAREDNESS PRACTICES
Clinical leadership should evaluate and determine the most critical functions and services of their respective de-
partments that will be impacted by a cyber disruption. In other words, the systems that—if you operate without 
them—could potentially jeopardize patient care quality. Using an evaluation process with help from the depart-
ment downtime team, clinical units should develop a comprehensive list of critical functions and services and 
develop workarounds and solutions for such technologies.

Clinical teams should consider the following to aid in patient safety during a cyber disruption and downtime:

• Catalog up-to-date critical medical guidelines and clinical reference materials to be accessible during 
downtime

• EHR provider alerts such as protocol considerations and pharmaceutical cautions, which are typ-
ically embedded in EHRs, may be disabled. Considerations for additional manual safety checks 
should be made via peer-provider review or a designated safety of!cer for high-risk procedures 
or critical patients.

• Create a downtime box or cart for each department to be deployed to a centralized location within the 
department. Ensure staff know where the box or cart is located and how to use it. The box could include:

• Downtime forms, which mimic the format of EHR questions and ensure ease of use. Maintain 
these downtime forms and plans on multiple platforms (intranet, thumb drives, in print, of"ine).

https://bronxrhio.org/contact-us/
https://www.healtheconnections.org/contact-us/
https://wnyhealthelink.com/Contact/
https://cx.healthix.org/contact
https://hixny.org/contact-us/
https://rochesterrhio.org/ContactUs
https://www.njii.com/healthcare/new-jersey-health-information-network-njhin/
https://conniect.org/
https://riqi.org/solutions/health-information-exchange/currentcare/
https://www.keyhie.org/products-services/pa-patient-and-provider-network-p3n
https://ehealthexchange.org/
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• Portable radios to assist communication on a patient "oor. Low-cost, short-range technology 
solutions, including commercially available push-to-talk radios, should replace clinical mobile 
companions and other app-based communication.

• Essential printed reference information, quick-start cards, checklists, and key instructions, in-
cluding patient treatment protocols

• Other supplies such as paper, pens, folders, and binders

• Develop reminders for standardizing recording procedures and medications (e.g., dates should be date 
of service, not date of entry) 

• Review transfer plans and agreements with other facilities for patients who require services that are im-
peded by non-working technology, particularly patients requiring of"ine radiology services, and identify 
a process to transfer medical records and/or essential documents. Identify a member of senior staff who 
can assist new residents and nurses with manual charting procedures.

• Develop staff and clinical provider contact lists that are continuously checked and updated 

• Evaluate existing downtime procedures to ensure they cover extended downtime periods and highlight 
differences in procedures for unplanned and planned downtime

Focus on Clinical Decision Support Systems
Clinical Decision Support (CDS) systems, which are integrated into a hospital’s EHR, provide real-time information 
to best inform patient care.27 Examples of CDS systems include drug-drug interaction (DDI) alerts, imaging deci-
sion systems, and EHR order sets.28 Recognizing that there are many support systems and that a cyber disruption 
could make these systems inaccessible, hospitals should determine which of these systems are vital to patient 

Drug-Drug 
Interactions

Imaging 
Decision 
Support 
System

Allergy 
Alerts

UpToDate

Best 
Practice 

Noti!cations

EHR Order 
Sets

Clinical 
Decision 
Support 
Systems

safety and have them accessible in paper forms.

DDIs are a common EHR alert that providers see dai-
ly. The Of!ce of the National Coordinator for Health 
Information and Technology (ONC) developed a 
comprehensive list of critical DDIs that hospitals 
can implement into their EHR with the goal of hav-
ing these critical DDIs as a foundational baseline.29 
Level 1 alerts—which consist of the most serious, 
life-threatening interactions implemented as “hard 
stop” alerts that require a clinician to either cancel 
the order they are writing or discontinue the preex-
isting, interacting medication order—were used to 
determine this list.

UpToDate is a type of CDS platform that gives precise 
and timely information to help providers make specif-
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ic recommendations for diagnosis, management, and treatment. UpToDate is one example of an outside CDS 
that could be integrated into your EHR.30 While UpToDate can be accessed without an EHR, other access points 
to the system may not be common practice at your organization. Login credentials to access this resource outside 
of an EHR should be a typical downtime practice if your organization uses UpToDate as a common CDS system.

DOWNTIME FORMS AND REFERENCE DOCUMENTS
Downtime forms ensure continuity of operations for both clinical and business practices.

Clinicians largely record activities—including patient assessments, physician orders, medication orders, and oth-
er required documentation—through EHRs. While EHR providers may have and provide downtime forms, it is 
often an optional service. Organizations should review their contract language and discuss available solutions 
with their EHR provider.

Having hard copies of the following forms and references is recommended.

Department Downtime Form

Clinical • History, physical, and progress notes

• Patient medical history 

• Medication & allergy list

• Laboratory orders 

• Pharmacy & prescription orders

• Radiology orders

• Flowsheets for patient vitals 

• Patient safety & time-out checklists

• Patient treatment protocols 

• EHR-driven best practice alerts

Patient Access/Admissions • New patient registration forms

• Patient demographic face sheet

• Appointment schedulers 

Finance/HR/Supply • Patient billing form

• Employee timesheets

• Inventory list of current supplies

• Employee & department expense form

• Vendor/third-party supplier contact information

• Supply chain order forms

• ICD-10 code list

Legal/Regulatory • External regulatory agency contacts

• GNYHA reporting resource (see page 45)

Communications/Public Relations • Internal department staff contact list
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CORPORATE PREPAREDNESS PRACTICES
Corporate departments should leverage existing business continuity plans (BCPs) during cyber disruptions. All 
departments should consider the following steps when reviewing BCPs:

• Conduct vulnerability assessments across your organizations to head off potential attackers
• Develop messages for use during a cyber disruption. These messages should be preapproved by hos-

pital administration and legal counsel (see page 40).
• Build procedures for personnel working extended shifts during a prolonged cyber incident
• Develop and have in place a business continuity of operations plan that will address all emergencies, 

including cyberattacks
• Review contract language with your EHR provider. This can detail what may happen to your EHR during 

a cyber disruption.
• Determine who in your organization will be the internal and external spokesperson during a cyber dis-

ruption

TRAINING AND EXERCISES 
Training staff and conducting regular exercises are essential for effective cyber disruption response and build-
ing muscle memory. While many organizations require general cybersecurity hygiene for all staff (e.g., phishing 
awareness campaigns), departments must provide training on workarounds and downtime procedures for each 
staffer’s speci!c job function.

The Health Sector Coordinating Council developed an on-demand video learning series for clinicians on 
various cybersecurity-related topics. The videos use non-technical language to explain how a cyber dis-
ruption could affect patient care and overall operations and how to keep data safe from potential attacks. 
This free series provides one continuing medical education/continuing education credit. 

https://healthsectorcouncil.org/cyberclinicianvideos/

LEARNING SERIES: CYBERSECURITY FOR THE CLINICIAN 

The Cybersecurity and Infrastructure Security Agency (CISA) is a resource for every aspect of cybersecurity. 
In coordination with the Department of Health and Human Services (HHS), it released a health care and 
public health cybersecurity toolkit. This toolkit consolidates many of their resources and helps health care 
organizations improve their cybersecurity program.

https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare

TOOLKIT: HEALTHCARE AND PUBLIC HEALTH CYBERSECURITY

https://healthsectorcouncil.org/cyberclinicianvideos/
https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
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Training Considerations
Considerations for implementing regular training include:

• Offer frequent training in downtime procedures to allow for continued competency
• Embed downtime training in new-hire and recurring training initiatives to reduce the burden on addi-

tional trainings
• Offer trainings during non-business hours for staff who work nights and weekends
• Provide in-person training to familiarize staff with locations of equipment (e.g., downtime computers), 

forms, and printed procedures 

Clinicians rely on technology during patient care. Trainings should include clinical competencies for skills they 
may not practice regularly—such as auscultating blood pressure or monitoring cardiac telemetry—to ensure 
these procedures can be performed in lieu of network-connected medical devices.

Policy exercises ideally include the CEO, CIO (including any chief medical information of!cer or chief technology 
of!cers), CISO, CFO, general counsel (including any external cyber legal counsel), emergency management, and 
the chief medical of!cer.

Topics to be explored should include:

• IT characterization of threat/impact of cyber disruption
• Noti!cation of any cyberattack to relevant regulatory agencies
• Communication to staff, visitors, and patients 
• Decision on ransomware engagement 

Exercises
Exercises can identify gaps in cyber disruption plans 
and improve processes. Conducting exercises in a “no-
fault” environment and using them to foster a learning 
environment is important. All levels of an organization’s 
preparedness must be tested, from executive leader-
ship down to the frontline staff level. 

Policy Exercises

Executive-level engagement is crucial during a cyber 
disruption and can often set the tempo of a response. 
Tabletop exercises are an effective means to under-
stand policies and decisions from leadership ahead of 
a cyber disruption. IT and the CISO should develop a 
plausible scenario for each exercise. 

Frontline Staff Exercises

Operational
Exercises

Policy 
Exercises
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Operational Exercises

Operational processes often cross many work"ows, 
systems, and departments. Operational exercises 
with department leaders and representatives can be 
bene!cial to testing these multifaceted processes.

Tabletop exercises can be useful, particularly ones 
that detail a speci!c process step by step. For ex-
ample, the movement and placement of a patient 
into an inpatient hospital bed touches multiple de-
partments and systems, often managed through an 
EHR or other software. Technological ef!ciencies 
are lost during a cyber disruption, requiring manual 
reporting of room and patient discharge status and 
whether the room has been cleaned for usage. Clin-
ical reporting also may require a different approach 
without EHR access. 

Clinician
Report

Clinician
Discharge

Order

New 
Patient 
Placed

Room 
Cleaned

Patient 
Transported

Patient 
Transported 

to Lobby

GNYHA and CISA developed scenario templates that can be used as a starting point for your organiza-
tion’s exercises. 

https://bit.ly/cyber-template

TEMPLATE: PREPAREDNESS EXERCISES

While individual departments could have downtime procedures for each of their roles, functions together may not 
work as planned. Exercises should not be limited to bedside patient care or speci!c business services, but should be 
exercised across departments that have co-dependencies. Simulating critical processes such as patient movement, 
which touch multiple departments, can ensure patients remain safe and that staff know about bed status.

Frontline Staff Drills

Muscle-memory maintenance among frontline staff is dif!cult, particularly in departments that have around-the-
clock operations such as patient care units.

Incorporating exercises or drills into existing daily staff check-ins or regularly scheduled HRO huddles at the de-
partment or unit level can be most effective. These huddles can also be a way to conduct small drills with units 
about what could happen during a cyber disruption (plus other emergencies such as a power outage). Short 
scenarios can be written with follow-up questions for staff leaders to reinforce formal training.

https://bit.ly/cyber-template
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Scenario: You are working on the patient "oor when you go to document a patient order at your worksta-
tion. Your workstation seems unresponsive, and your attempt to use another gives the same result. You 
quickly report this to your supervisor, who just received word that all systems are down and tells you to 
revert to downtime procedures.

• What resources are available on the unit/in your department that you can use during downtime 
(e.g., downtime box, downtime computer, manual forms)?

• Where are these resources physically located?
• Besides your workstation, should you check any other critical equipment?
• Are there departments that you need to contact to continue your work?
• What are you communicating to patients and their families (if applicable)?
• What changes if systems remain down for 12-plus hours?

Debrief and discuss these questions, identifying any areas for improvement, including follow-up training 
or orientation to downtime resources.

STAFF HUDDLE DRILL SAMPLE



CYBER DISRUPTION TOOLKITCase Study: Comparative Timeline for Cyberattacks

Campbell 
County 
Memorial 
Hospital33

University 
of 
Vermont 
Medical 
Center11

Health 
Executive 
Service 
(HSE) of 
Ireland32

Cyberattack launch – loss 
of all internet servers, 
e-mail and EHR along 
with pharmacy, radiology, 
and laboratory services

Set up a 
cyber-spe-
ci!c e-mail 
address 
for internal 
entities 
to report 
issues

HSE staff are 
given exemption 
to use personal 
e-mails and 
devices for crisis 
communications

Cyberattack launch – 
systems down, no out-
patient services, no new 
inpatient admissions, 
surgery cancellations, 
ED and clinics triaging 
patients

Cyberattack launch – all 
HSE IT systems have 
been shut down and no 
access to the National 
Health Network; EHR 
and e-mail services 
were made unavailable

Personal 
devices are 
allowed to 
connect to 
HSE network 
following 
a risk 
assessment

Read-only 
access to 
historical EHR 
available

E-mail and fax services 
are restored; patient 
medical records, clinic 
appointments, visit 
history, and medications 
are still not available

Walk-in 
clinics, 
labs, and 
radiology are 
restored and 
open

Day 2 Day 12–15Day 1 Day 6–8

18

Day 25 Day 28 1 
Month

2
Months

EHR 
access is  
restored

Secure 
e-mail  
access is 
restored

Roughly 47% 
of servers are 
decrypted and 
about half of 
applications have 
been restored 
across all systems

Internet 
access is 
restored for 
European 
Health Insur-
ance Card 
and Medical 
Card Online

All servers 
have 
decrypted 
and almost all 
applications 
have been 
restored

Day 18 3
Months

All services including 
clinics, medical 
providers, and other 
outpatient services 
are back online 
and accepting new 
patients
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Response

RECOGNITION AND NOTIFICATION

Recognition
Team 

Activation
Leadership

Hospital Incident 
Command 

   System (HICS)

Initial responses to cyber disruptions set the pace and structure for how your organization manages the conse-
quences and recovers from disruptions in business operations. Recognizing an incident early, characterizing a 
disruption, and convening key leaders are critical to success.

Convening groups may be dif!cult given the scope and severity of the disruption, particularly if normal com-
munication mechanisms fail. In-person groups may be more effective, but organizations could contemplate 
using encrypted virtual platforms. Consult with your IT department on which platforms are encrypted at your 
organization. Organizations should also maintain more basic communication venues that do not require internet 
connectivity, including wireless connections such as telephone conference call bridges (see page 38). 

Initial Recognition of Incident

Recognition
Team

Activation
Leadership HICS

When a cyber disruption of any scale has been con!rmed, the cyber disruption incident response team should 
be convened immediately. This group should work to determine the scope of the disruption and impacts on hos-
pital systems, functions, or services. Recognizing the on-call nature of some team members, messaging chan-
nels, conference calls, or other remote capabilities may be the most effective way to communicate. Decisions on 
escalation due to the disruption should be made rapidly.
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The cyber disruption incident response team should convene to discuss impacts to operations when an incident 
has happened (see page 8). The conversation should include the following individuals:

Title Name and Contact Information

IT Downtime 
Manager

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                      

Emergency 
Management 
Manager

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Hospital 
Administrator 
on Call

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Nursing 
Administrator 
Lead

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Clinical IT 
Representative

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Questions for the group:
• What is the scope of the incident?
• Is this disruption isolated or are there widespread impacts?
• Have hospital operations been impacted?
• Can this disruption be handled using the resources provided by this group?
• Which departments should you discuss the disruption with?
• Should we tell departments to shift to downtime procedures?
• Should we engage hospital leadership?

20
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Workplace Applications

 E-mail and Word Processing

 Phone Lines

 Radios & Repeaters

Clinical Applications

 Electronic Health Records

 Laboratory Software

 Radiology (CT, MRI, PET) Software

 Workstation on Wheels 

 Point-of-Care Devices 

 Telemetry Monitoring 

 Translation Service

 Consult Telemedicine

Facility & Environmental Applications

 HVAC

 Temperature Control Monitoring

 Pneumatic Tube System

Support Services

 Supply Dispensing Machines

 Pharmaceutical Dispensing Machines 

 Radiology (CT, MRI, PET) Software

 Bed Management Software

Telecommunications

 Voice-Over IP Phones

 Overhead Paging

Security Systems

 Door & Access Management

 Surveillance Cameras

 Weapons Detection Systems

 Mass Noti!cation System

HR and Employee Access

 Employee Intranet

 People Management Software

 Payroll Access

 Patient & Employee Safety Reporting

 VPN Access

Revenue Cycle

 Third-Party Billing Applications

 Supply Chain Management Software

Regulatory Reporting

 Daily Hospital Reporting Access (e.g., the
 New York State Department of Health [DOH], 

Hospital Capacity Direct Access [HCDA], 
Health Electronic Response Data System 
[HERDS])

 Epidemiology Reporting (e.g., RedCap)

 Quality Reporting to DOH

External Facing Systems

 Patient Portal (e.g., DOH HCDA, HERDS)

 Telehealth Services 

 Website

21
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Scoping Affected Systems/Functions/Services
IT systems are sophisticated, integrated, and codependent on each other. While a disruption to a single system 
could be obvious and seemingly limited in scope, other systems may have a limited or restricted ability to per-
form their function.

Below are two examples of co-dependencies in corporate and clinical environments.

More critical disruptions can have cascading effects on other systems. In the example below, employees use a 
“single sign-on” to access hospital IT applications. In this situation, a clinician working on a patient "oor requires 
an application workstation service to access the critical software needed for patient care. While the EHR could 
be functioning, the application workstation service that allows the employee to use the EHR on that computer 
prohibits them from accessing it, plus several other needed applications.

Single Sign-On

E-Mail System

Application Workstation 
Service

Electronic Medical Record

People Management 
Software

Microsoft Of!ce

Disruptions such as the example above may have workarounds to enable continued access to non-affected ap-
plications. Hospital operations, corporate services, and emergency management leadership must engage with 
your IT department’s disaster recovery team to understand available workarounds and downtime procedures.

People Management 
System

Dependent on hours 
worked for bene!t 

eligibility

Payroll System
Dependent 

on employee 
demographic 
information

Electronic Health 
Record

Dependent on 
telemetry monitoring 
to record vital signs

Telemetry 
Monitoring

Dependent on EHR 
to match patient 

telemetry unit
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23

Once the cyber disruption incident response team has determined that there are ongoing and escalating im-
pacts to hospital operations, the cyber policy group (see page 8) should be engaged. This group should under-
stand the full scope of the event and its impacts on the hospital and get high-level situational awareness. The 
conversation should include the following individuals:

Title Name and Contact Information

Chief Executive 
Of!cer 

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                      

Chief Financial 
Of!cer 

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Chief Operations 
Of!cer 

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Chief Medical 
Of!cer 

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Chief Nursing 
Of!cer 

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                 

Chief Information 
Security Of!cer/
Chief Information 
Of!cer

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                
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General Counsel

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                

Communications/
Public Relations 
Of!cer

Name:                                                                                                                                                

Primary Phone Number:                                                                                                                 

Secondary Phone Number:                                                                                                             

E-mail:                                                                                                                                                

Questions for the group:
• What are the clinical and non-clinical impacts that have occurred?
• What are the overall effects on current operations?
• What is the status of our emergency department (ED)?
• Does this need to expand into a full-scale activation?
• Has the cyber disruption been contained or is it continuing to escalate?

Actions to Consider:
• “Lock down” or disconnect all systems, including both critical and non-critical assets

• While this will have the largest impact on operations, it could be advantageous if the disruption 
has not been contained or identi!ed by your IT team

• Limit external or remote access into systems such as VPN
• Reset all passwords if the situation dictates it
• Engage with your external cyber legal counsel and cyber insurance company*
• Communicate to staff and departments on downtime
• Activate hospital command center and incident command system

* Cyber insurance companies have experience with cyber attacks and can connect your organization to forensic resources and counsel 
about breach, regulatory issues, and ransomware payment. They should be contacted early in the response as they are a valuable re-
source from a regulatory and IT perspective.

24
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Full-Scale Activation

Recognition
Team 

Activation
HICSLeadership

The cyber policy group should determine when impacts on hospital operations are signi!cant, and when HICS 
should be activated.31

Recognition
Team 

Activation
Leadership HICS

Escalation of Response

• What support is needed now to maintain patient care?
• Should we divert ambulances? (see page 27)
• Should we cancel/postpone elective procedures?
• Is extra staf!ng needed to support certain areas of the organization?
• Do any regulatory reporting requirements need to be considered immediately?

Timeline for Conversation: Discussions about activating HICS should occur when the disruption is de-
termined to be prolonged and more support is needed beyond what the cyber disruption team and the 
cyber policy group can handle. 

ADDITIONAL QUESTIONS FOR THE CYBER POLICY GROUP TO CONSIDER

Department Engagement with IT Services

IT staff will be in high demand during a cyber disruption as they work to characterize and resolve multiple tech-
nological issues. Leadership and department staff should ensure meaningful engagement with their IT depart-
ment during this time, recognizing that outages have likely affected many, if not all, departments. 

Questions and concerns about when certain technology will be back up and running should be triaged through 
department downtime leads and raised via your organization’s HICS chain of command.

Once the cyber disruption incident response team determines that hospital operations have been impacted, the 
cyber policy group should be activated. While the cyber disruption incident response team focuses on hospital oper-
ations and patient care, the cyber policy group concentrates on the strategic direction of the hospital during the cyber 
disruption. The cyber policy group should also determine the need for any further incident management escalation.



26

CYBER DISRUPTION TOOLKIT

Department Command Centers

HICS provides overall support for general hospital operations throughout the course of a disruption. Individual 
departments may want to establish their own command centers to better support speci!c operations. Depart-
ment downtime teams, where established, should lead these efforts.

During the early days of a disruption, departments must determine their most pressing needs and issues and 
seek to resolve them or develop workarounds.

Departments could also bene!t from involving representatives from other areas in their operations. For exam-
ple, housekeeping and patient capacity management are codependent and are both tasked with ensuring the 
timely turnover of bed cleaning and patient placement. These functions could also require a taskforce of repre-
sentatives from multiple departments who work to ensure the continuity of a particular function.

Department command centers and any developed taskforces must be linked to the HICS structure to ensure 
decision-making and information are shared throughout the organization.

HICS 
OperationsPatient Capacity 

Management

Emergency 
Department 

Laboratory

Blood Bank Radiology

Pharmacy

Clinical 
Departments 

(e.g., ICU, 
Oncology)

Housekeeping

OPERATIONAL IMPACTS  

Downtime Reduction of Patient Volume
While continuing patient care during downtime is most important, during a cyber disruption many systems could 
be of"ine. Maintaining patient care may therefore be dif!cult. To safely continue operations, your organization may 
have to determine ways to reduce patient volumes if staff is strained and procedures may have to be put on hold.
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Burlington, Vermont – University of Vermont Medical Center11

The University of Vermont Medical Center’s systems were of"ine for 25 days during their cyber incident. 
The oncology department set up multiple command centers that handled different functions to maintain 
patient care during the disruption.

• Outpatient Infusion Command Center
• Centralized mechanism to gather data (paper charts and paper database)
• Served as the coordinating body for patient treatment prioritization
• Coordinated expanded operating hours to accommodate more patients. This also in-

cluded the coordination of additional shifts, traveling nurses, and covering physicians.
• Managed network referrals for patients who were referred to complete their treatment

• New Patient Command Center
• All new patients were evaluated and screened by a team of nurse navigators and oncolo-

gists, depending on their cancer type
• Patients were put into two groups  recently established patients or new referrals

CASE STUDY

* Not all ambulances may need to be diverted. Hospitals should determine the criteria for diversion prior to an attack occurring and coor-
dinate with local emergency medical services about any diversion needs for your facility, particularly for high-acuity services (e.g., stroke 
diversion for inoperable CT scanners). These diversions may be time-limited as downtime procedures are implemented (e.g., in-person 
machine reading of CT scans allow stroke treatment).

Options to reduce patient volumes include:

• Canceling elective procedures
• Canceling appointments (both in-person and telehealth)
• Diverting ambulances*
• Canceling outpatient services, which could include:

• Blood draws
• Imaging
• Cancer treatment

• Canceling blood drives/donations
• Discharging patients who no longer require hospital treatment to post-acute care settings

These recommendations can help organizations alleviate the stress on the system. Decisions should be made 
with executive, emergency management, clinical, and IT leadership. The recommendations could be imple-
mented all at once or gradually, given the operational circumstances of the disruption. This is a key discussion 
point for leadership and should be considered with other operational plans.
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If these recommendations are implemented, you should provide a rough timeline for when these services could 
be back up and running. The communications department should be heavily involved in this process to ensure 
that both staff and patients know when services will be back online.

Physical Security Considerations
During a cyber disruption, security measures should extend beyond the digital domain to include protecting the 
physical campus. Security leadership is still responsible for patient and staff safety during technology downtime.
While security systems—including access control, surveillance, and weapons detection systems—are key to 
maintaining the security of the facility, they could fail during a cyber disruption. 

Security teams must be ready to revert to analog processes, which could require increased security personnel.

Security and hospital leadership should consider the following key policy decisions:

• Should we restrict visitors entirely or just to speci!c areas of the facility during a prolonged disruption? 
• Can we leverage non-security staff to provide awareness in places security staff could be limited?
• Would establishing one point of entry allow for safer operations?

Other Security Considerations

• Develop and share an alternate response plan for individuals with behavioral emergencies, including 
alert provisions if mass noti!cation/paging systems are down (e.g., overhead pages)

• Extend shifts to allow for extra coverage without online surveillance systems
• Develop forms for visitor sign-in logs

• Include space for the visitor’s name, where the visitor is going, who they are visiting, and their 
contact information (phone number and e-mail address)

• Ensure accurate information by requiring identi!cation
• Create downtime mechanisms to verify visitation details, including:

• Verify patient location (e.g., receiving a patient manifest)
• Ensure visitor is permitted to visit patient (e.g., call patient "oor)
• Determine alternate mechanisms for Megan’s Law registry lookups, including using open inter-

net resources*
• Determine alternate weapon detection mechanisms, including hiring a third party security vendor to 

help with manual screening of visitors
• Develop a strategy for employee veri!cation and access, including vendors, and consider an employee-

only entrance
• Consult with facilities engineering staff and safety of!cers to determine procedures to secure areas 

* Megan’s Law registry lookups are a typical matter of course for many children’s hospitals. Hospitals should determine alternate mecha-
nisms only if the registry lookup is a standard practice at your facility.
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Security systems may automatically check the Megan’s Law registry, which is used to query registered sex 
offenders. Each state has an open web-based portal for manual searches during visitor screenings.

• New York: https://www.criminaljustice.ny.gov/SomsSUBDirectory/search_index.jsp
• New Jersey: https://www.nj.gov/njsp/sex-offender-registry/index.shtml
• Connecticut: https://uwc.211ct.org/sex-offender-registry-connecticut/
• Pennsylvania: https://www.meganslaw.psp.pa.gov/Home/TermsAndConditions
• Rhode Island: https://risp.ri.gov/safety-education/sex-offenders

REGISTRY: MEGAN’S LAW

Severe weather that produces extremely hot or cold temperatures can result in more non-patients taking 
shelter in your ED. During a cyber disruption incident, your facility may not be able to offer non-patient 
sheltering depending on the scope of the cyber disruption. Hospitals should communicate with local so-
cial services during cyber disruptions.

For example, during a Code Red or Code Blue activation in NYC, hospitals should contact the Depart-
ment of Social Services to indicate whether their facility is able to shelter non-patients. 

EMERGENCY NON-PATIENT SHELTERING DURING A CYBER DISRUPTION INCIDENT

Revoking a Terminated Employee’s Credentials

Removing terminated employees from all your network-connected systems, including prohibiting building ac-
cess via their ID badge, is a crucial cyber hygiene practice. These steps will prevent any unauthorized access to 
your facility (digitally and physically) before, during, and after a cyber disruption.

Building and Life Safety Systems
During a cyber disruption, building and life safety systems such as !re alarms, HVACs, !re sprinkler systems, and 
generators can fail. While they may be segmented from other systems, many of these systems are still connected 
to a hospital’s network. Hospital facilities and engineering staff should determine any impacts to building and 
life safety functions and ensure they remain online and functional. If they are non-functional, these systems can 
have detrimental impacts on the continuity of patient care. For example, your facility’s HVAC system could be 
controlled centrally and be non-functional, which could affect the ability to maintain temperature in key spaces, 
particularly operating and procedure rooms. 

Staff should work to determine the need for any contingencies, such as instituting a !re watch for an of"ine sys-
tem. Report any problems or associated impacts through your organization’s HICS structure. 

https://www.criminaljustice.ny.gov/SomsSUBDirectory/search_index.jsp
https://www.nj.gov/njsp/sex-offender-registry/index.shtml
https://uwc.211ct.org/sex-offender-registry-connecticut/
https://www.meganslaw.psp.pa.gov/Home/TermsAndConditions
https://risp.ri.gov/safety-education/sex-offenders
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TECHNOLOGY SUPPORTING PATIENT CARE

HVAC and 
Building 
Management

WIFI 
Access

Pneumatic Tube 
System; Blood/
Labs/Pharmacy

Supply and 
Medication 
Dispensing

• Clinical Station
• EMR Stations
• Call Button
• Central Monitoring
• Procedure Scheduling

VOIP Phones

MRI 
Machine

IV Pump

Monitor

Mobile EMR; POC Testing 
(STAT, Glucometer)

IMPLEMENTING DOWNTIME PROCEDURES
Hospital departments must shift quickly to downtime procedures during a cyber disruption. The highest priority 
for clinicians during downtime should be to maintain quality patient care and safety.

Leadership support is critical to staff who provide and support patient care and is a crucial aspect of a successful 
response. It also contributes to patient safety and staff morale. Communication, including updating staff about 
known timelines and shifts in operational policy, is key (see page 40).

Downtime procedures to consider fall into two categories: clinical and corporate services. Clinical refers to func-
tions related to direct patient care and clinical support services such as pharmacy, laboratory, and radiology. The 
corporate services section further details functions such as payroll, revenue cycle, human resources (HR), and 
supply chain.

Clinical Downtime
Direct Patient Care Downtime

Technology directly supports patient care, enabling services or systems such as central and remote telemetry, 
heart monitors, or infusion pumps. Relying on technology can be detrimental to patient care during a cyber 
disruption. 
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 Identify and retrieve downtime forms

 Follow typical procedures for downtime, as if it were routine downtime

 Identify and access your downtime computer, printing daily schedules and 
other pertinent details about current patients on the !oor

 Conduct and document the patient census, con"rming the status of all pa-
tients in the unit

 Conduct brief patient assessments on all patients, and if changes in clinical 
operations or care are expected, share them with patients and their family

 Establish paper charts. Make sure that all documentation has a detailed 
patient label on it.

 Document all clinical information (e.g., vital signs) on downtime forms, in-
cluding patient demographics and identi"ers

 Note: At least two points of veri!cation are typically needed to ensure patient identity. Your or-
ganization’s policies and procedures should highlight the exact patient identi!ers needed.

 Conduct checks of all downtime supplies available in the unit and anticipate 
needs for additional shifts

 Determine discharge plans—including post-visit documentation and in-
structions, follow-up appointments, and prescriptions—working with social 
work services

31
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Your organization’s EHR details a patient’s clinical information—medications, labs, and allergies, plus 
important information about who the patient is and how they identify. EHRs capture demographic in-
formation, including race, ethnicity, preferred language, age, and sex. In addition, many include sexual 
orientation and gender identity data, documenting the patient’s gender identity, preferred pronouns, 
and preferred names. When a clinician is approaching the bedside, this information helps them to form 
an overall patient care plan. Your organization should consider how to obtain and maintain this patient 
information if the EHR can’t be accessed.

SUPPORTING HEALTH EQUITY: DIRECT PATIENT CARE

Clinical Support Services Downtime

Clinical support services include services that provide diagnostic or ancillary support to patient care units. Imple-
menting downtime procedures in these areas will ensure continuity and progression of patient care. 

All clinical support services should conduct ongoing assessments of impacts to staff, space, supplies, and equip-
ment. Unmet needs or identi!ed issues should be shared with leadership or via HICS.

Clinical support services include a constellation of functions, including dietary, patient translation services, and 
social work, which are essential to delivering high-quality patient care. These departments should ensure that 
they have coverage during downtime for their services.

Additional function-speci!c considerations are provided below.

Laboratory Specimen Delivery and Results Reporting
• Laboratory staff should determine their testing capability given the scope of the incident. If certain tests 

cannot be performed due to downtime, clinical leadership should be noti!ed through HICS.
• Laboratory departments should engage with outside laboratory vendors to determine process-

es for offsite testing

The following general considerations and impacts can be anticipated when cyber disruptions impact patient care.

Impacts Mitigation Strategy

Central/Remote Telemetry 

Monitoring

Place staff in high-risk rooms or cohort patients together to monitor them manually. 

Alternatively, transfer high-acuity patients to other facilities.

Registration Wait Times Surge registration staff and consider opening alternate waiting rooms. 

Medical Record Transfers Ask IT or third-party suppliers about the deployment of additional copy machines.

Bed Placement and Monitoring Develop alternate bed management worksheets using Excel or a cloud-based da-

tabase. Ensure accurate hospital census periodically over the course of downtime.
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• Clinical staff should use paper order forms with at least two patient identi!ers to reduce incorrect test 
reporting. The more patient detail, the less chance for any reporting mix-ups.

• Make sure there are several patient identi!ers, plus all requested lab tests
• Specimen collection vials should also contain suf!cient patient identi!ers. Order forms should 

be placed in a plastic bag with the specimen.
• “Runners” may be necessary if pneumatic tube systems are down. Labor pools (see page 35) can be 

leveraged to help deliver patient specimens.
• Runners providing results to patient units should verify results through patient identi!ers

• Laboratory staff should establish a quality control coordinator for any specimen brought for testing to: 
• Ensure all orders are properly documented before processing
• “Stat” or urgent orders are prioritized over routine laboratory orders
• Note: While it might seem easier to !le results based on the date of service, this could lead to 

more confusion since many patient units or patients themselves may not remember the date 
of service. To pull up patient results in a timely fashion, orders and results should be separated 
(inpatient vs. outpatient) and then alphabetized.

• Critical value labs that may have been "agged in EHRs should be verbally reported to clinicians to en-
sure timely attention is provided for patient treatment

• Lab results should be documented in triplicate, with results being recorded in a laboratory department 
!le and in a backup to the patient unit

Paper series on laboratory services during downtime at University of Vermont Medical Center:

• Part 1: https://pubmed.ncbi.nlm.nih.gov/35188549/
• Part 2: https://pubmed.ncbi.nlm.nih.gov/35188951/
• Part 3: https://pubmed.ncbi.nlm.nih.gov/35188562/
• Part 4: https://pubmed.ncbi.nlm.nih.gov/35188946/

PAPER SERIES: ANATOMY OF A CYBERATTACK

Pharmacy Medication Orders and Delivery
• Medication orders should be shifted to paper order forms if your facility’s EHR is on downtime
• Medication orders should include type, dose, frequency, known drug allergies, medication list (for con-

traindications and interactions), and patient location
• Clinical providers should verbally ensure any patient allergies to medications prior to ordering
• Orders should also have patient identi!ers to reduce medication errors

• Pharmacy should designate a quality control coordinator for all medication orders to ensure the !ve 
medication rights

• “Stat” or urgent orders should be prioritized over routine medication orders
• Note: While it might seem easier to !le results based on date of service, this can lead to more 

confusion since many patient units or patients themselves may not remember the date of service. 

https://pubmed.ncbi.nlm.nih.gov/35188549/
https://pubmed.ncbi.nlm.nih.gov/35188951/
https://pubmed.ncbi.nlm.nih.gov/35188562/
https://pubmed.ncbi.nlm.nih.gov/35188946/
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To ease processing and pulling the patient’s medication orders in a timely fashion, orders should 
be separated (inpatient vs. outpatient) and then alphabetized.

• Pharmacies should engage leadership and establish the feasibility of providing medication for both 
inpatient units and outpatient care, if applicable

• Paper-based order tracking or "owsheets should be used to ensure orders have been received, pro-
cessed, and delivered to patient units

• Runners providing results to patient units should verify them via patient identi!ers and require 
signature upon receipt of medications

• High-acuity units such as EDs and ICUs could bene!t from having an on-unit pharmacist for rapid con-
sultation and dispensing

1 the right 
patient

THE FIVE MEDICATION RIGHTS 

2 the right 
drug

3 the right 
time

4 the right 
dose

5 the right 
route

Blood Bank
• Use O-negative whole blood for emergent patient cases to eliminate the steps for blood typing and 

crossmatching delays
• Consider availability of O-negative blood on critical units, including trauma resuscitation in the 

ED and surgical ICUs
• Ensure close coordination with laboratory departments to con!rm blood typing and crossmatching re-

sults are accurate and veri!ed through at least two patient identi!ers
• Runners could be necessary if pneumatic tube systems are down. Labor pools (see page 35) can be lev-

eraged to help deliver blood products.

Radiology Work"ow
Radiology departments must understand the capability of each distinct type of equipment, including MRI, CAT, 
PET, and x-ray machines. Leadership should be noti!ed immediately of any operational changes via the HICS 
structure. Radiology downtime could have direct effects on providing emergent care such as myocardial infarc-
tion intervention, stroke care, and trauma treatment, forcing hospitals to divert these services.

The Patient Archiving and Communication System for radiology could be unavailable during downtime, requir-
ing manual interpretation of images.

• Determine what radiology services can be performed given the scope of the incident
• Radiology departments may consider limiting orders to cases and scale according to capability

• Develop radiologist call schedules to ensure 24/7 coverage for reading in-person images
• Ensure all order forms are !lled and include matching patient identi!ers
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Patient Access & Registration
• Ensure adequate staf!ng is available to manually capture patient demographic information
• Leverage labor pool (see below) resources to augment staf!ng
• Secure all paper documents that contain PHI in locked !le cabinets or other access control
• Request patients seeking care at your facility provide pertinent health information, which could include 

insurance card(s), medication list, and any other medical records that can help clinicians develop and 
implement a care plan

• Ask your communications department to help amplify this messaging

Discharging Patients to Skilled Nursing Facilities or Home
• Ensure open communication lines with skilled nursing facilities (SNFs) to streamline the process without 

an EHR
• Copy paper medical records and necessary patient information for transfer to SNF
• Discharge papers and guidance that could typically be accessed via the patient portal should be 

provided in paper format, which could include handwritten notes or instructions from the discharging 
provider

• Ensure discharging provider has access to paper prescription order forms if access to electronic pre-
scribing system is disrupted

• Determine a centralized location to !le and store paper records to ensure access during reconciliation 
and billing (see page 43) 

• Outpatient Referral Consideration: Determine how to establish new patients seeking treatment at your 
facility who have been referred as part of discharge instructions (e.g., outpatient oncology department)

Corporate System Downtime
While patient safety is the !rst consideration during cyber disruptions, business operations could have an impact 
on the continuity of patient care. Hospitals will still need medical supplies, adequate staff to treat patients, and 
funding and cash "ow to operate. These three core functions should be prioritized after clinical departments 
have moved to downtime and have stabilized.

Staf!ng Disruptions and Labor Pool

Cyber disruptions could curtail services or prohibit certain business operations. Leadership must determine the 
disposition of impacted staff, which could include reassigning them to areas or units that need support, or in a 
worst-case scenario, furloughing staff.

Organizations should establish a central labor pool to help streamline the repurposing of employees who cannot 
perform their normal duties due to a cyber disruption. HICS leadership should determine the need for a labor 
pool during prolonged downtime and ensure central points for coordination. For example, a CNO or nursing 
supervisor should oversee the nursing labor pool, and HR should manage the non-clinical staff labor pool.

Requests for staff from a labor pool should be made centrally, ensuring department leadership de!ne speci!c 
roles for reassigned personnel.
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Franklin, Indiana – Johnson Memorial Health
Johnson Memorial experienced a cyber disruption that prevented its fetal monitoring system from sending 
noti!cations to central nursing stations.34 The hospital deployed nursing staff to each labor and delivery room 
to ensure consistent monitoring, which increased demands on staff and required longer work hours for em-
ployees. Increased staf!ng should be a recognized need during clinical preparedness efforts (see page 11).

CASE STUDY

Patients have a right to receive health care services in their preferred language. Language assistance is 
a core service and legal requirement for all hospitals. The rules and regulations that guide hospital lan-
guage assistance include the Americans with Disabilities Act, Section 1557 regulations, and Section 405.7 
Patients’ Rights regulations in New York State. Language assistance includes the use of quali!ed inter-
preters—both onsite or through video-remote-interpreting—and a wide variety of other auxiliary aids and 
services that range in their reliance on network connectivity. 

A cyber disruption can have major impacts on language assistance programs. Network-dependent sys-
tems such as phones, tablets, and computers could be impacted during a cyber disruption. Johnson 
Memorial Health in Indiana experienced a cyber disruption that took many of their systems of"ine, includ-
ing their remote translation services. In one case, nurses used Google Translate to communicate with an 
Afghan refugee who arrived at the hospital to give birth.34

Being able to effectively communicate with patients is a key component of their care. The loss of these 
language assistance services has a major impact on patients, their caregivers, and the staff.

Hospitals should consider available alternatives when these services are disrupted. Available workarounds 
could include:

• Non-network auxiliary aides such as communication boards in your facility’s top three languages 
• Phones or tablets that are not connected to the hospital’s main network that will only be used 

during downtime
• Accessing veri!ed language assistance platforms using personal devices. Language access coor-

dinators should consult their legal department before using this method as it involves PHI. 
• Patient documents that have been translated into languages other than English that are typically 

provided in the patient portal or EHR should be available in a printed format and maintained in 
your facilities downtime box (see page 13) 

• Determine which members of your hospital’s existing staff are quali!ed bilingual interpreters. This 
could help reduce the strain at the beginning of downtime while contingencies are being stood up.

SUPPORTING HEALTH EQUITY: LANGUAGE ASSISTANCE DURING DOWNTIME
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Payroll/Compensation

HR and payroll systems may not be operational or be proactively taken down, preventing employees from being 
paid. To ensure the continuity of employee payroll, consider the following:

• Engage with payroll system vendors (e.g., ADP, Paychex) and your !nancial institution to understand 
impacts on employee payment

• Use the last payroll distribution as the basis for future interim payment to employees
• This will require reconciliation when systems are restored, including pro-rating time, modifying 

for employee increases in compensation, and adjusting for actual hours worked and overtime
• Proactively communicate payroll changes to the employee workforce
• Ensure mechanisms to capture worked employee time for hourly employees

• Develop manual timesheets and central collection processes

Finance & Revenue Cycle Downtime 

Initial considerations and steps your organization may take during a prolonged cyber disruption could include 
requests for payers to suspend:

• Pre-authorizations for procedures
• Concurrent and retrospective utilization review
• Referral requirements 
• Timely claims !ling requirements 

Other relaxations could also be requested, including:

• Waiving contractual obligations to verify eligibility or other bene!ts
• Extending time to perform delegated credentialing
• Deferring documentation for hospitalization and procedures 

Finance departments will also need to develop manual, paper-based billing mechanisms. Finance should lever-
age the labor pool with the manual process of this work or consider a third-party vendor to assist.

Hospitals could also consider engaging payers about receiving advance payments to ensure cash "ow for core 
operating expenses during a disruption.

All costs during and related to cyber disruptions should be recorded for potential reimbursement. Finance de-
partments may create cost centers or other systems to track these expenditures.

Supply Chain Management

Ensuring critical supplies—particularly those that are delivered just in time—during a cyber disruption is key to 
the continuity of patient care.
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Your organization should immediately contact vendors and request supply lists for pending deliveries. Discuss 
any pending payments and future supply payments, explaining the current state of your systems.

Organizations should work with hospital operations to evaluate supply lists for future orders and manual orders 
in anticipation of continued operations. Expect that systems will be of"ine for a signi!cant amount of time.
Organizations that use third-party vendors to manage inventory and ordering should evaluate their contracts 
and engage with vendors on plans for continued operations.

COMMUNICATIONS DOWNTIME
While effective communication as an organization is key to successfully managing a cyber disruption, many 
communication systems are susceptible to interruption due to their dependency on network and/or internet 
connectivity. Maintaining and updating staff, patient, and visitor communications is imperative to maintain trust, 
situational awareness and, ultimately, patient care delivery. 

Internal and External Communications
The table below outlines communication impacts you can anticipate during a cyber disruption. While this list is 
not exhaustive, it highlights a hospital’s normal mode of communication and potential workarounds to imple-
ment. Some of the workarounds require pre-incident planning and may not be effective to deploy “just in time,” 
particularly those that require intervention from your IT department (see page 25).

Communication Impacts*

Mode of 
Communication

During a Cyber Disruption Potential Workarounds 

E-mail Internal e-mail systems may be 
proactively taken of"ine.

Create group chats through cloud-based apps (e.g., WhatsApp, 
Telegram) or via text messages within your department using 
personal cellphone numbers.†

Mass noti!cation tools—usually administered by emergency man-
agement, security, or telecommunications—are effective ways to 
share information via employee personal e-mails and cellphones.

VoIP Phones VoIP requires network connectiv-
ity and may be proactively taken 
of"ine.

Use personal devices to conduct phone calls.†

Use runners from a labor pool to convey information between 
departments.

Landline Phones Current phone networks use a 
computer connection to function.

Install and use a non-network-reliant, limited emergency phone 
system with stations in key locations (e.g., charge nurse desk, lab)

Secure 
Messaging

EHRs or other hospital mes-
saging platforms may not work 
during a network outage.

Maintain a contact list of personal phone numbers of"ine.

Have an emergency text distribution platform.

* Adapted from University of Vermont Medical Center paper on oncology response to a cyber attack.11

† Use of personal devices must align with HIPAA guidelines and provisions to protect PHI.
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Mode of 
Communication

During a Cyber Disruption Potential Workarounds 

Faxes Modern fax machines are digital 
and often rely on internet or net-
work connections. 

Use analog fax machines and place them in critical areas 
throughout the hospital.

Use runners from a labor pool to convey information between 
departments.

Wired and Wi-Fi Networks may go completely 
of"ine or have no internet con-
nectivity.

Use the guest wi-! network if it remains available. Consider pur-
chasing and deploying portable network routers with cellular 
connectivity.

Patient Portal There could be limited or no ac-
cess to the patient portal during 
a disruption. Communication 
with patients may be restricted 
through normal means (e.g., 
EHR chats).

Leverage downtime computers to retrieve demographic infor-
mation for individual patient outreach.

Use signage (posters, "yers) throughout your organization.

Provide updates through community-based organizations and 
social media posts.

While consistent communication with staff is key, investigations into cyber attacks could preclude all information 
from being shared. Information about ongoing criminal investigations may require con!dentiality. Cyber dis-
ruptions may cause an increase in phone call volume, particularly if typical modes of communication are down. 
Phone numbers established for speci!c services can help boost hospital communications and streamline patient 
requests. Department command centers should be used to set up communication mechanisms for speci!c ser-
vices (see page 26).

Media and Public Relations Strategy

Communications departments should prepare scripted messages that are tailored to each cyber disruption. 
Hospital leadership, including the legal department, should approve messaging prior to publication.    
 
Consider using the following means to communicate with staff, press, and the public during a cyber disruption:

• Internal e-mail distributions
• Inpatient food service notes
• Formal media statement
• External website
• Social media, including Facebook, X (formerly Twitter), and Instagram

Consult your legal department about services your cyber insurance policy offers, including third-party 
communications !rms that specialize in crisis and/or cyber incidents. 

CYBER INSURANCE
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Communication 
Method

Message

Employee E-mail 
Distribution

The hospital is experiencing a potential cybersecurity threat that is impacting our IT 
systems. Systems may be experiencing complete outages or slow network connections.

IT has identi!ed the following affected systems: EHR, HR management software, etc. 
Users of these systems should immediately move to downtime procedures. IT is de-
termining the extent of the systems affected but has no current time for restoration.

The hospital is investigating the cause of this IT disruption and will continue to provide 
updates as more information becomes available.

Please report any disruptions not listed on this e-mail to name/e-mail. 

Patient Portal/
Medical Record

The hospital is currently experiencing a potential cybersecurity threat that is impacting 
our IT systems. This may interrupt access to your patient portal. We apologize for the 
inconvenience.

Food Service Note The hospital is currently experiencing a potential cybersecurity threat that is impacting 
our IT systems. You may notice our staff using paper documents or reverting to back-
up measures to ensure that proper care continues uninterrupted. We appreciate your 
patience during this time.

Media Statement The hospital is experiencing a potential cybersecurity threat that is impacting our IT 
systems. The hospital was alerted to the disruption on date/time. We are working to 
understand the full impact and to restore systems as quickly as possible. The hospital 
remains fully open and our ability to provide patient care is unaffected.

If a cyberattack is suspected or con!rmed:
The hospital is working with agencies (e.g., the Federal Bureau of Investigation [FBI]) 
to determine if this interruption is due to a cyberattack. The hospital is taking this 
threat seriously and cannot provide further information at this time.

Public Website
Consider using 
a landing page 
if website is 
unavailable.

The hospital is currently experiencing a disruption to our IT systems. You may have lim-
ited access to our website and/or patient portal during this time. The hospital remains 
fully open and our ability to provide patient care is unaffected. 

 Facebook The hospital is currently experiencing a disruption to our IT systems. You may have lim-
ited access to our website and/or patient portal during this time. The hospital remains 
fully open and our ability to provide patient care is unaffected.

X (Twitter)
Consider 
240-character limit

The hospital is currently experiencing a disruption to our IT systems. You may have lim-
ited access to our website and/or patient portal during this time. The hospital remains 
fully open and our ability to provide patient care is unaffected.
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Consider writing pre-scripted messages for multiple scenarios, including the initial recognition of the cyber dis-
ruption, recognition of a cyber attack, prolonged IT system outages, and recovery and resolution of the event.

Staff communication should reinforce applicable hospital social media policies and emphasize rules on trans-
mitting PHI.

Communications departments may also consider the following:

• Timestamp all communications to ensure audiences are getting the most current information
• Dedicate a staff member to monitor social media and other media outlets
• Share press inquiries with the incident command team to triage and ensure accurate responses
• Establish a secure staging area for an in-person media presence
• Coordinate messaging with your legal department to ensure information does not interfere with ongo-

ing criminal investigations

EXTERNAL ORGANIZATION OUTREACH 
Hospitals may be required to contact external organizations (see page 45) during a cyber disruption or provide 
operational status information to local response agencies. 

It could also be bene!cial to voluntarily consult the below organizations for response and recovery purposes.

Organization

FBI • Lead Federal agency that conducts cybersecurity investigations 
• Provides resources to support hospitals including: 

• Incident response teams to assist with forensic discovery 
• Decryption teams to assist with ransomware events 
• International law enforcement connections to assist with certain cybersecurity 

breeches

State Department of 
Health

• State agency that regulates hospitals and other health care facilities 
• May require noti!cation of cyber disruptions
• May relieve burdensome regulatory and reporting requirements until systems are re-

stored 

Emergency Medical 
Services & Emergency 
Management Agency

Hospitals should contact them to:

• Provide situational awareness 
• Notify of curtailment of medical services and patient diversion

Neighboring Hospitals Hospitals should contact them to:

• Provide awareness if they curtail critical patient services (e.g., stroke, myocardial infarc-
tion, trauma).
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Organization

HIE Hospitals should contact them to: 

• Notify of systems disconnection 
• Seek assistance with patient records if EHR is inaccessible.

GNYHA • Assist with Federal, New York State, and local regulatory relief  
• Liaise and advise on communications with insurers about downtime payments. 
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Recovery

Cyber disruptions in hospitals can last from hours to months. Hospitals should expect recovery to be contingent 
on length of downtime and complications in IT platforms. All systems will not be restored instantaneously. Lead-
ership and IT must catalog and triage which systems, service lines, and staff require access !rst.

The recovery process will range from months to years and will overlap with normal operations, doubling the po-
tential burden on staff. Hospitals should continue to leverage labor pools (see page 35) to help reconcile docu-
mentation and should consider using a temporary staf!ng agency for clerical work or of"oading documentation 
scanning to a third-party vendor.

CLINICAL SERVICES   
Reintegrating manually recorded documentation back into the EHR should be prioritized so that providers can 
review a patient’s course of care during the disruption. Priority should be given to high-acuity patients and those 
who have a prolonged length of stay.

Outpatient and Elective Surgical Considerations
• Determine if patients were shifted to other outpatient practices and follow up with them about contin-

ued treatment
• Reconcile missed patient appointments and elective surgical procedures and reschedule them as soon 

as possible—prolonged outages could require triage or patient prioritization 

EHR Reconciliation
Length and scope of downtime will dictate the amount of paper documentation that must be reconciled. Hos-
pitals should identify early who will be responsible for ensuring a paper reintegration process. Hospitals must 
determine how paper documentation should be attached to EHRs and consider the following:

• Which elements of paper documentation must be manually transcribed into the EHR (e.g., lab values 
reported in the test results section)?

• Will paper documents remain on paper and be stored in a !ling system?
• Can paper documents be scanned and uploaded into a database or EHR for manual viewing (e.g., lab 

values scanned into EHR but not logged with other electronic documentation)?
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CORPORATE SYSTEM RECOVERY
Corporate systems may take longer to be restored, as direct patient care services should be restored !rst. 

Supply Chain Management
Suppliers should be noti!ed when normal ordering and payment resume. If paper checks were issued, supply 
chain management should match orders received with payments rendered and backlog them into supply chain 
management systems.

Payroll/Compensation
Communication with employees about additional changes in capturing timesheets and receiving payments is 
paramount. If paychecks were based on an employee’s last timesheet before the disruption, reconciliation on a 
case-by-case basis will be required. Hospital leadership will need to establish a policy to address overpayments 
or underpayments with staff. Employment counsel should be engaged to ensure compliance with any applicable 
labor laws.

Finance & Revenue Cycle 
Insurance carriers will begin the reimbursements and claims reconciliation process as soon as possible, partic-
ularly if reimbursements were provided without preauthorization or full documentation of patient cases. If your 
hospital experienced a cyber disruption, external systems reconnection may take time, particularly if connected 
entities request third-party forensic IT veri!cation. Consider whether this process should be performed with EHR 
document reconciliation or after this process is complete.

Expenses incurred from a cyber disruption should be captured for potential reimbursement by your cyber and/
or business disruption insurance. Frequent communication should be sent to any budget owners in your orga-
nization.

Communications Recovery
Communication continues to have an important role during the recovery process. Your organization should con-
sider how a cyber disruption will in"uence your reputation and patient trust. Patients, visitors, and their families 
should continue to receive updates about disruptions and reassurance about care delivery as systems come 
back online.

Communication methods used during your response should continue to be leveraged. Consider engaging with 
other organizations, including community-based organizations and patient/family advocacy groups. Work with 
your community affairs department to reinforce and restore trust in your organization.

External agency investigations may be ongoing, prohibiting speci!c information about the incident and its or-
igins from being shared with the public. Despite this, messaging should focus on your hospital’s operational 
status and ability to effectively treat patients. Your general counsel and leadership should continue to approve 
any internal or public messages.
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Legal & Regulatory
Resources

Cyber disruptions trigger many legal and reporting requirements. GNYHA has developed several resources to 
help hospitals navigate different aspects of the legal landscape during cyber disruptions.

Hospital Guide to Cybersecurity Reporting and Resources
This document outlines agencies and contacts to report a cyberattack and includes speci!c cybersecurity 
resources. 
https://www.gnyha.org/tool/hospital-guide-to-cybersecurity-reporting-and-resources/

Cyber Insurance: Questions to Ask Your Broker 
This resource is intended for use before an incident occurs. Hospitals should ask brokers these questions 
when they are shopping for new insurance or looking to renew it.
https://www.gnyha.org/tool/cyber-insurance-questions-to-ask-your-broker/

Webinar: Primer on Cyber Insurance
This program details common cyber insurance provisions. How to avoid coverage disputes and gaps and 
leverage non-cyber insurance to obtain coverage for cyber incidents and attacks is also covered.
https://www.gnyha.org/event/primer-on-cyber-insurance/

Webinar: General Counsel as Cybersecurity Quarterback
This webinar is for hospital in-house legal counsel to better understand the theory and actual practice of 
managing a cyberattack.
https://www.gnyha.org/event/general-counsel-as-cybersecurity-quarterback-webinar-for-in-house-attorneys/

GNYHA LEGAL AND REGULATORY RESOURCES

For additional assistance in this subject area, please contact GNYHA’s Legal, Regulatory, and Professional 
Affairs staff.

HHS CYBER PERFORMANCE GOALS
HHS has developed national Cyber Performance Goals (CPGs) to help health care organizations prioritize im-
plementation of high-impact cybersecurity practices.35 Essential goals should be considered the foundation for 

https://www.gnyha.org/tool/hospital-guide-to-cybersecurity-reporting-and-resources/
https://www.gnyha.org/tool/cyber-insurance-questions-to-ask-your-broker/
https://www.gnyha.org/event/primer-on-cyber-insurance/
https://www.gnyha.org/event/general-counsel-as-cybersecurity-quarterback-webinar-for-in-house-attorneys/
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health care organizations. Enhanced goals are more advanced cybersecurity practices and should be imple-
mented after an organization has established a baseline. While many of the CPGs are technical, this toolkit helps 
to address non-technical consequences of a cyber disruption.

Essential Goals  Basic Cybersecurity Training
Ensure organizational users learn and perform more secure behaviors (see page 14).

Essential Goals  Revoke Credentials for Departing Workforce Members, Including Employees, 
Contractors, Affiliates, and Volunteers
Prevent unauthorized access to organizational accounts or resources by former workforce members, in-
cluding employees, contractors, af!liates, and volunteers by removing access promptly (see page 29).

Essential Goals  Basic Incident Planning and Preparedness
Ensure safe and effective organizational responses to, restoration of, and recovery from signi!cant cyber-
security incidents (see page 7).

Enhanced Goals  Centralized Incident Planning and Preparedness
Ensure organizations consistently maintain, drill, and update cybersecurity incident response plans for 
relevant threat scenarios (see page 7).

APPLICABLE CYBER PERFORMANCE GOALS
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Conclusion

Cyber disruptions continue to rise as major threats across industries, but health care remains the most vulnera-
ble, yet lucrative target. While a cyber disruption can cause major damage, the way to prevent, respond to, and 
recover from one is not unlike other threats that hospitals and health care providers prepare for. A robust, mul-
tidisciplinary preparedness plan that cuts across all hospital departments and engages all staff from the C-suite 
to the frontline is critical to maintain patient care, limit operational interruptions and downtime, and protect PHI.

Hospitals’ reliance on technology for almost every aspect of patient care increases their vulnerability to attacks. 
A cyber disruption that cripples a hospital’s infrastructure may signi!cantly hinder their ability to provide timely 
treatment to patients who require complex care.

Cyber readiness is constantly evolving, and hospital IT experts work tirelessly to protect complicated, multifac-
eted technological infrastructure and ward off daily attempts to compromise their systems.

A key lesson learned from hospitals that have experienced cyber disruptions and attacks is that incorporating a 
culture of good cyber hygiene practices and engaging all staff on preparedness is critical to minimizing disrup-
tions and responding to a disruption quickly with little impact to patient care.

GNYHA hopes that our members !nd this toolkit valuable and use the resources to complement or build upon 
their own preparedness plans and activities.
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