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Cyberattack Exercise: A Drill Like No Other

Steve Shrubb, RN

Emergency Management Coordinator
Long Beach Medical Center

Danny Asaoka

Executive Director, IT
Long Beach Medical Center
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Polling Question

What type of organization do you represent?
Hospital

Ambulatory Clinic

Health Plan

Government

First Responder

Other
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Polling Question

How would you describe the state of your organization's
cyberattack readiness?

a. We are ready
b. We are working on it, not quite there
c. We are too busy - not a priority
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Cyberattacks and Healthcare

MemorialCare

Healthcare entities continue to be a target
of cyberattacks across the globe

Given the increasingly sophisticated and widespread nature of
cyber-attacks, the healthcare industry must make cybersecurity a
priority and make the investments needed to protect its patients
(Healthcare and Public Health Sector | CISA)

Cyberattacks and Healthcare: Hazard %
ope . MemorialCare
Vulnerability Analysis
2023 (BASELINE)
TOP 10 HVA RANK OCCURRENCE
IT Outage: Infrastructure (Network failure, Internet or Intranet, Telecommunications) 1 4
IT Qutage: Applications 2 6
Utility: General Utility Failure (Power, Water, Elevator, Internal Flood, Other) 3 20
Weather: Earthquake 4 5
Epidemic/ Pandemic 5 4
Workplace Violence Threat 6 0
Supply Chain Shortage / Failure 7 4
Security Event: Armed Intruder 8 0
Security Event: Civil Unrest 9 1
Patient Surge/Mass Casualty Incident/Seasonal Influenza 10 2
System
Potential Readiness
eProbability Risk  ePopulation
Infrastructure = Complete rSpeed o Onset | e “Enronment Applications = Partial
eDuration \ *Training
*Planning




Cyberattacks and Healthcare

MemorialCare
Attacks on healthcare entities are costl
According to IBM’s Cost of a Data Bre , the global
average cost of a data breach in illion, a
15% increase over 3
9
Cyberattacks and Healthcare MemorialCyle

CISA’s Shields Up: Guidance for
Organizations — developing a
heightened posture

* Reduce the likelihood of a damaging cyber
intrusion

* Take steps to quickly detect a potential intrusion

* Maximize the organization’s resilience to a
destructive cyber incident

* Ensure that the organization is prepared to
respond if an intrusion occurs
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MemorialCare

Cyberattacks and Healthcare: Survey

Who in the last twelve months has
performed a Cyberattack drill or
exercise?

Cyberattacks and Healthcare: Survey Memorialc o

More reliant an

QE Vulnerability digital
technology

Cyberattacks and o

Integrated

Vulnerability

Healthcare: Why do o systems
we have a problem?

e Vendor
A Vulnerability i terfaces
The bad guys
9 Vulnerability keep getting

smarter




Cyberattacks and Healthcare: Stuff Happens

MemorialCare

e s pen

Blocked: PDR 3,002,824 33.27%
Accepted 2,894,247 32.07%
Blocked: Email Firewall 1,265,553 14.02%
Blocked: Invalid 1,046,849 11.6%
Recipients
Blocked: Others 623,720 6.91%
Blocked: Spam 190,394 2.1%
Blocked: Anti-Virus 48 <1%
Blocked: Zero-Hour 23 <1%
Total 9,023,658 100%
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How We Built It...So They Would Come MemorialCyle

The not-so-positive perception of EXERCISES

Too many other competing priorities.

Didn’t we just do this?

I already know what to do.

Fear of exposing gaps and weaknesses.

Why do you need me there?

We’ll (hopefully) never need to use the plans.
Can lack the energy of an audience

Drills don’t represent real life. Someone else (IT) will take care of it.

,-“3{

| LOVE HEARING 'lllIIIlEIIEI,ISES
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Tips for developing and executing
a high-value drill:

* Executive buy-in
* Short list of goals

* Time to prepare (Operations)
for the event

* Realistic scenario — actual
events

* Use of collaborative tools

How We Built It...So They Would Com
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Why a Functional Exercise?

e Minimal resources needed

Ta bletop ¢ Poor scenario development

FU nCtiOnal e Strategic use of resource

e Ample scenario practice with

Exercise some actual backdrop

e Significant resources required

e Rich scenario and exercise
context

MemorialCare

Fewer

Easiest

Participants

All Level

Most Difficult

Experience
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Functional Exercise Round One

Who: MemorialCare event involving key
Operations leaders; post offices

What: Conduct an exercise to simulate a
response to an Epic EMR and interface outage

When: Tuesday, 4/28/2021 from 10:00 am to
12:00 pm

Where: All entities will be forming Command
Centers to respond to the attack; Zoom will be
available to connect the Command Centers

MemorialCare

¥ I 500,
- 4GET26367 To6FT>
wi=a* ! 1 :
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Functional Exercise: Planning Memorialc s

ercise Core Planning
Team . .
Exercise Core Planning Team:

Danny and Steve

e Overall

l MHS Leaders

| MHS Leaders: Executives from
each campus

Campus Controllers * Ove I’Sight/Approval

Campus Controllers

* EMO and IT Support
Coordinators from each
campus

Center and Miller

Long Beach Medical
Orange Coast Saddleback
Children’s

l Shared Services

* |dentified campus-
specific needs and
planning

) ) )
Campus Planning Campus Planning Campus Planning ’
Team Team Team
|
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Functional Exercise: Alerts

MemorialCare

(U//FOUO) JRIC-OCIAC LACO Situation Report: 26 April 2021

#+*This s a drll***This is part o the Aprl 28, 2021 Cyber Attack Drill***

ifinfe Below
that affects healthcare facities.

EMOs please share as appropriate.

From: rc@iric.nfo <fric@ric.nfo>

(U) CYBER
i serecies e Cybersecurity and Infrastructure Security Agency (CISA), the Federal

Sublect: (U//FOUC) IRIC-OCIAC LACO St

[ Bureau of Investigation (FBI), and the Department of Health and Human
s doeumenss e mengen SEIVICES (HHS) have all issued advisory warnings against imminent cyber-
warmng s ccsmensunebsig tta ck threats to healthcare organizations occurring at this time. All hospitals

(U) GLOBAL

mgsmramononnsm AN healthcare organizations are urged to review cyber security protocols and

(U) NATIONAL

Yo mesnmarraratsas oo €POT T @NY SUSpIiCious activity., ettt s

take the car and go

aman faked Largo The seffrey Shrubb, g Into the store together on Sunday. One man loads up a cart with a motorized power wheel
Barbi

(U) CALIFORNIA
Nothing Significant to Report (NSTR)

(U) CYBER
The & ity 15A), of (e81), and Health i st i atthis time. All
hospitals and healthcare organizations are urged to review cyber security protocols, and report any suspicious activity.

(U) Warning: ial Use Only (1 ). 1t ive i fon that cannot be released to the public or other personnel outside of the public safety community. To report suspici to the JRIC, visit call (562) 345-
1100 or (888) 705-JRIC (5742). Please direct all other questions to the JRIC at iric@iric.ore.

20
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Functional Exercise: Alerts memoratcs

MC Alert System

LBM/MCH Quarterly Test
This is a test of the AlertMC mass notification system. In a real
emergency. this message will contain |mponanl alert information.
[DRILL]LBM/MCH O et hese messages i the prorhy you would preer,
Quarterly Test
e | oowss
[DRILL]This is a
test of the AlertMC
mass notifi...
https://evb. ]
n#e 5ti Service Desk
/06VJINofw or )
Reply with YES to MemorialCare
confirm receipt.
Important Information Services Advisory I
THIS IS A DRILL
We have been receiving reports of Epic i gl ialCare at this time. Information Services is working with multiple vendors to assess the issue and restore full
functionality.
Please stand by for further updates.
21
Functional Exercise ey nita
. .. . nitia .
N s ?
u |nC|den.t Actl'ons communication Code Triage
MOdUleS and Mitigation
Module 2: External Downti
i xterna owntime
Incident communications procedures

Response

Module 3: Care
Incident coordination
Resolution and continuity

Records and
cost tracking

Prioritization of
systems
recovery

Module 4: Systems
Recovery restoration

Module 1 p \ . Module 2 \ Module 3

etonsand B Incident Response 3 \\ \ | Incident Resolution

11
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Polling Question

Which category requires the most "exercise" in your
organization?

a. Initial communication/code response

b. Downtime procedures for affected systems

c. Tracking written documentation and costs

d. Prioritization of systems to recover

California
Hospital
Association
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Module 1: Initial Incident Actions and

. . Y
Miti gatlon MemorialCare

Each Command Center had breakout sessions to discuss the below questions. All
Command Centers came back together to briefly discuss their response (via Zoom)

Question 1:

A general statement has been sent to post offices that
MemorialCare may be under a cyber-attack. Who or what groups
would be informed of the details of the situation and how would
they be informed at this time?

Question 2:
Who makes decisions in terms of the downtime procedures
utilized at this time and the next steps?

Question 3:

Do we feel compelled to activate our response plans, business
continuity plans, or a Code Triage Internal? If so, would it be just
Information Services, or would it include representatives from
other departments and leadership? Would HICS be utilized?

24
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Module 2: Incident Response

MemorialCare

“At approximately 1:00 pm, Information Services has informed the Incident Command at all
entities that the ransomware is a confirmed attack by use of Cryptolocker...”

Question 1:

What internal and external messages would need to be
developed? How are the messages being distributed? Who
leads the public information process?

Question 2:

What are the business implications of the scenario? How
would we determine them, e.g. brand, reputation, or
financial impact?

Question 3:

How will clinical documentation through the ED and new
admits be managed with an extended downtime and no
recovery in sight? Where will these records reside? How
will these records be managed and organized?

25

Module 3: Incident Resolution

MemorialCare

“At approximately 8:00 pm, MemorialCare leadership and
Information Services decided that the ransom would not be
paid. MemorialCare has made the decision to restore Epic
from backup, which will require approximately 72 hours to
perform.”

Question 1:

How could we coordinate patient treatment with other health
and medical providers, e.g., sister facilities, hospitals, surgical
centers, long-term care facilities, clinics?

Question 2:
How are costs tracked? What records or paperwork is needed
to do so?

Question 3:
How can departments that use Epic or depend on data from
Epic be coordinated? Who should they be coordinated with?

26



Module 4: Recovery

MemorialCare

“At approximately 1:00 pm Saturday afternoon, Information Services announces that Epic has been restored with
data that goes back to Tuesday, 4/27/21 at 11:59 pm. Interfaces to and from systems appear to be restored at
this time. MemorialCare has been waiting anxiously for this announcement, and it has come ahead of the
scheduled estimate of 8:00 pm.”

Each Command Center documented their responses

ASsociated Critical Tasks

Question 1:
How will the recovery communication be managed?

Command staff

Question 2: i
What will MemorialCare say to the Media at this time? e

responded to the

. . Enhance and maintain Sfistablish branches, groups, and divisions needed to | |
Question 3: e et mansge th incidens st e ncidensooectives and. | ’
Management System strategies. fj ‘
H H _ H (NIMS)-compliant Bse of HICS forms to guide and documents |
How would leadership establish a well-coordinated, (MSyeomplant | S ol HICS fomn
coordination structures | Bdentify need for downtime procedures.

ClComplete HICS 215, 7

organized approach to recovery considering multiple
services, hospitals, clinics, and affiliates? S

B0iilize telephone, ReddiNet, cmail, and/or HAM
radio to submit information .
tilize AletMC for situational communication —| 72777~

| actvidis, prol
human needs, and
to recovery

WC Cybersecurty 2021 FSE EEG:

FOR OFFICIAL

USE ONLY (FOUO) 4
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After Action Report

Command Center role players assumed roles and

such as Joint Intelligence Regional Center (JRIC)
communications enhanced information gathering
and situational awareness.

There was good use of communication methods
(Email, AlertMC {Everbridge}, Alertus Messaging
Banners, PerfectServe)

Discussion regarding scope of business impact
was enlightening

Having IT leadership update and drive
conversation regarding what is working and what
is not was helpful.

Identified Strengths Opportunities for Improvement

Zoom is a great tool to connect all Command

what we actually have. Clinical waiting for IT to
determine cause of downtime or event.

v
MemorialCare.

Healthcare Facility Business
Continuity Plan Exercise:
Cyber Attack

After-Action Report/improvement Plan
a0z

had necessary materials to perform duties. Centers and key-role players. The Command Anacrsis oF ?APAB'L'T'ES
Centers need to be equipped to facilitate this S ot
resource.
Summary of Capabilty Performance
Use of sharing real-life communication resources There is a gap in what we think we have versus Obiocive Raiing

EEfective and efficiont communications were cstablished | P
o

was shared with IC and Command

E9Communication shared beween MC campuses

EActivate Hospital Command Center g
mIc

“Communication came via all hospital
phone, text and email....once responded, | would
like to see the other notifications to stop.”

Only 47% of department leaders stated they have
a Business Continuity Plan.

96 hours of forms on hand — An understanding of
current needs for each department. Master list
needed and use of outside resources maybe
needed to obtain forms.

structures.

EIStaff reported to assigaments in  timely manner.
an Incident Action Plan within 45 minutes of

= Physician in Charge role was assigned and
responded to the HCC.
EMember of IT assigned 1o HCC

Enhance and
‘maintain
National Incident
Management

coordination
structures.

K Establsh branches, groups, and divisions needed to g
g dent incident objectives and

iy need for &
EComplete HICS 215

Establish
sufficient

EUulize telephone, ReddiNet, emailand/or HAM radio to | P
submit information.
Utilize AlertMC for situational

infrastructure
wit

affe as to
Support ongoing
life-sustaining

o F;

28
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Cyber Attack Exercise 2.0
6/20/2023

202E6F 61636865

“Well, that was fun! k

Why don’t we do it m 1 CYber Attac l

again?” , '
42” .
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Exercise Comparison
(2021 to 2023)

* Exercised calling a Code Triage Internal Disaster and
Command Center Formation

* Use of Zoom Break-out Rooms and Owl Labs Video
Conference Tool

* Decreased from 4 to 3 modules (timing and
tolerance)

* Capabilities and Objectives followed 2021
Scenario:

“A privileged MemorialCare user inadvertently provided
username and password credentials to a cyberattack actor
located in the Russian Federation. After detecting and
confirming the attack, MemorialCare decided to shut down the
Internet in order to avoid further issues and contain the attack.”

30
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Exercise Comparison (2021 to 2023)

| o | 23 |

The exercise increased

my understanding R ’ :
about and familiarity 117 - 6\)? :
with the capabilities verage Rating :

and resources of our
organization.

After this exercise, |
am better prepared to
deal with the
capabilities and
hazards addressed.

4.58 )

Average Rating

)
® )

1

.

T
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Exercise Comparison (2021 to 2023)

Emergency Department
Memorial Locations: Long Beach, Orange Coast, Saddieback

Event Type. Loss of Technology

Loss Type Definition: The main facility where the business area resides has suffered a
partial andor full technology interruption that impacts essential activities for an indefinite
period of fime.

The Emergency Department has a crilical degree of dependence on technology to meet the

My Department has a Business
MemorialCare mission and providing optimal patient care. Manual workarounds for essential
- . . technology and activities is limited or cannot be used for an extended period of fime without
%) Continuity Plan

impacting patient care andlor the accuracy of data.

100 Department Management — Task List
o Completed
# Phase Il. Recovery Tasks & Guidelines. S M
48 1| Assemble the essential staff and complete a prefiminary assessment.
50 26 Consider patient care and operational impacts.

Determine ff and when IFs feasible fo implement manual dowrime
6 3 14 11 procedures processes for affected technology. Consider

+ Leverage manual tracking forms andor create using MS Office
- — [N 2 (e.g. Word, Excel, etc.)
- Ensure tracking of information is suffcient to support an aucit trail

q.. patient name, date, test type, and other relevant i i
Yes No Not Sure Assess staff avallability and determine If addifional resources are
required to support (manual]
| Briefstaff on modications to roles and responsbiies. essential
H2021 m2023 services, and other fons during the BCP activation

“Adjust manual workarounds and strategies throughout the Gisruption
and ensure minimal disruptions where possible.
| Refer to department poiiiesiprocedures and implemert e appicabie
strategies required to recover from a Loss of Technology scenario

Facilitate frequent sessions with department staff o obiain and provids
status updates.

After our 2021 exercise, we updated our Business e e v e
- Refer to Appendix B for specific

. . Provide oversight to ensure department policies and procedures are
Continuity Plans. We also added a “Loss of o |y e "

+ Escalate and obtain approval from leadership for exceptions fo
Technology” response and continuity plan to our BCPs.

usiness-as-usual activities.

Information Services. The IS Service Desk or other applicable IS resources will coordinate
technology and telecom recovery efforts internally or with the applicable third-party provider to
ensure the timely resolution and restoration of services. IS leadership will provide status updates to
the HGG throughout the event (e.g., estimated time of resolution) and other relevant information

32




Key Learnings

Command Center and Core Team Feedback

* Need to further refine, document, and share the process to shut
down the Internet

* Electronic and hard copies of key information (on-call schedules,
phone listing, etc.) need to have established, publicized
locations

* Need clear P&P for PerfectServe, Everbridge use during major
incidents

* Remote user policy for incident response

* Succession planning with rotation of various leaders in future
exercises

* Clear thresholds and steps to determine diversion and
cancellation of electives

33

Key Learnings

Command Center and Core Team Feedback

* Evaluate the frequency of exercises and drills — semi-annual,
quarterly, unannounced, by department or service

* Further assessment of the payroll process; sharing of
downtime procedures so that leaders can support any process
required

* Establishment of entity downtime committees to be the
responsible party for new and ongoing P&P, assist with
maintenance

*  Communication across MemorialCare entities AND non-
MemorialCare entities must be consistent and controlled;
further training is needed for all levels of staff. Non-MC
Affiliates would require custom comm and instruction
packages

34
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Command Center and Core Team Feedback

Key Learnings

Downtime tool inventory and regular checks required — PCs,
forms, reports, printers

Conduct a deep dive into the Navigation Center
requirements during an outage

Understand key systems dependencies (email, Epic,
PeopleSoft, ParEx, MyChart, RightFax, etc.) on Internet and
establish technical workarounds in advance for high priority
applications

E-prescribe process to be reviewed for an established
downtime procedure

Need to design a P&P for returning workers back to sites —
prioritization, location, space, equipment

Established PIO presence and process

NS

35

Recommendations: To Infinity and Beyond %

MemorialCare

Establishment of entity downtime planning committees with clear roles and responsibilities;

executive sponsorship

P&P for managing remote work force during major incident

Regular downtime exercises including system-wide, entity-wide and specific services;

unannounced exercises

Standard procedure for diversion and cancellation of electives

Formal, required, annual training to include a cyberattack and downtime module

36
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Questions
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Thank you

Steve Shrubb, RN
Emergency Management Coordinator
Long Beach Medical Center

SShrubb@memorialcare.org

Danny Asaoka
Executive Director IT
Long Beach Medical Center

DAsaoka@memorialcare.org

California
Hospital
Association

MAYERS MEMORIAL
———HEALTHCARE DISTRICT——
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