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Unclassified/For Public UseUnclassified 3

• Rachel Lehman reports no relevant financial relationships or 
relationships she has with ineligible companies of any amount 
during the past 24 months.

Disclosure of Relevant Financial Relationships



Unclassified/For Public UseUnclassified 4

ASPR’s Technical Resources, Assistance Center, and Information Exchange
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ASPR TRACIE was developed as a health care emergency 
preparedness information gateway to address the need for:

• Enhanced and rapid technical assistance (TA)
• A comprehensive, one-stop, national knowledge center for health 

care system preparedness
• Multiple ways to efficiently share and receive information 

between various entities, including peer-to-peer
• A way to leverage and better integrate support (force multiplier)
• Ways to prepare deployed and field staff via resources developed 

with our cadre of subject matter experts
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ASPR TRACIE: Three Domains
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• Self-service collection of audience-tailored materials
• Subject-specific, subject matter experts (SME) reviewed “Topic 

Collections”
• Unpublished and SME peer-reviewed materials highlighting real-

life tools and experiences

• Personalized support and responses to requests for information 
and technical assistance 

• Accessible by toll-free number (1-844-5-TRACIE), email 
(askasprtracie@hhs.gov), or web form (ASPRtracie.hhs.gov)

• Area for password-protected discussion among vetted users in 
near real-time

• Ability to support chats and the peer-to-peer exchange of user-
developed templates, plans, and other materials

mailto:askasprtracie@hhs.gov
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ASPR TRACIE Supports All Phases of Emergency Management

Support all phases of emergency 
management:
• Searchable resource library
• 500+ ASPR TRACIE developed 

resources
• 60 Topic Collections
• Resources Pages 
• Virtual based learning opportunities
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Topic Collections

Active Shooter and Explosives
Blood and Blood Products
Burns
Climate Change and Healthcare System 
Considerations
Communications
• Communication Systems
• Information Sharing
• Risk Communications/Emergency Public 

Information and Warning
• Social Media in Emergency Response

Crisis Standards of Care
Cybersecurity
Decontamination
• Hospital Patient Decontamination
• Pre-Hospital Patient Decontamination

Disasters and Healthcare Disparity
Electronic Health Records and Downtime 
Procedures

Emergency Management
• Emergency Operations Plans/ Emergency 

Management Program
• Exercise Program
• Hazard Vulnerability/Risk Assessment
• Healthcare-Related Disaster Legal/ 

Regulatory/ Federal Policy
• Incident Management
• Training and Workforce Development

Ethics
Family Reunification and Support
Fatality Management
Healthcare Coalitions
• Coalition Administrative Issues
• Coalition Models and Functions
• Coalition Response Operations (including 

Mutual Aid)
Healthcare Facility Evacuation/Sheltering
Hospital Surge Capacity and Immediate Bed 
Availability
LGBTQI+ Community Members and Disaster 
Preparedness and Response

Location-Specific Collections
• Alternate Care Sites (including shelter 

medical care)
• Ambulatory Care and Federally Qualified 

Health Centers (FQHC)
• Dialysis Centers
• Homecare and Hospice
• Long-term Care Facilities
• Pharmacy 
• Rural Disaster Health
• Virtual Medical Care

Mass Distribution and Dispensing/ 
Administration of Medical Countermeasures
Mass Gatherings/Special Events
Mental/Behavioral Health (non-responders)
Patient Movement, MOCCs, and Tracking
Pediatric/Children
Populations with Access and Functional 
Needs
Pre-Hospital (e.g., EMS)
Pre-Hospital Mass Casualty Triage/Trauma

Recovery and COOP
• Continuity of Operations (COOP)/ 

Business Continuity Planning 
• Recovery Planning 
• Responder Safety and Health
Specific Hazards
• Bioterrorism and High Consequence 

Biological Threats
• Chemical Hazards
• Coronaviruses
• Ebola/VHF
• Influenza Epidemic/Pandemic
• Natural Disasters
• Radiological and Nuclear
• Utility Failures
• Veterinary Issues
• Volunteer Management
• Workplace Violence
• Zika

https://asprtracie.hhs.gov/technical-resources/30/active-shooter-and-explosives/0
https://asprtracie.hhs.gov/technical-resources/96/blood-and-blood-products/0
https://asprtracie.hhs.gov/technical-resources/28/burns/0
https://asprtracie.hhs.gov/technical-resources/158/climate-change-and-healthcare-system-considerations/0
https://asprtracie.hhs.gov/technical-resources/158/climate-change-and-healthcare-system-considerations/0
https://asprtracie.hhs.gov/technical-resources/78/communication-systems/77
https://asprtracie.hhs.gov/technical-resources/80/information-sharing/77
https://asprtracie.hhs.gov/technical-resources/79/risk-communications-emncy-public-information-and-warning/77
https://asprtracie.hhs.gov/technical-resources/79/risk-communications-emncy-public-information-and-warning/77
https://asprtracie.hhs.gov/technical-resources/73/social-media-in-emncy-response/77
https://asprtracie.hhs.gov/technical-resources/63/crisis-standards-of-care/0
https://asprtracie.hhs.gov/technical-resources/86/cybersecurity/0
https://asprtracie.hhs.gov/technical-resources/38/hospital-patient-decontamination/37
https://asprtracie.hhs.gov/technical-resources/39/pre-hospital-patient-decontamination/37
https://asprtracie.hhs.gov/technical-resources/156/disasters-and-healthcare-disparity/0
https://asprtracie.hhs.gov/technical-resources/66/electronic-health-records/0
https://asprtracie.hhs.gov/technical-resources/66/electronic-health-records/0
https://asprtracie.hhs.gov/technical-resources/84/emncy-operations-plans-emncy-management-program/1
https://asprtracie.hhs.gov/technical-resources/84/emncy-operations-plans-emncy-management-program/1
https://asprtracie.hhs.gov/technical-resources/7/exercise-program/1
https://asprtracie.hhs.gov/technical-resources/3/hazard-vulnerability-risk-assessment/1
https://asprtracie.hhs.gov/technical-resources/83/healthcare-related-disaster-legal-regulatory-federal-policy/1
https://asprtracie.hhs.gov/technical-resources/83/healthcare-related-disaster-legal-regulatory-federal-policy/1
https://asprtracie.hhs.gov/technical-resources/14/incident-management/1
https://asprtracie.hhs.gov/technical-resources/11/training-and-workforce-development/1
https://asprtracie.hhs.gov/technical-resources/61/ethics/0
https://asprtracie.hhs.gov/technical-resources/64/family-reunification-and-support/0
https://asprtracie.hhs.gov/technical-resources/65/fatality-management/0
https://asprtracie.hhs.gov/technical-resources/22/coalition-administrative-issues/21
https://asprtracie.hhs.gov/technical-resources/24/coalition-models-and-functions/21
https://asprtracie.hhs.gov/technical-resources/25/coalition-response-operations-including-mutual-aid/21
https://asprtracie.hhs.gov/technical-resources/25/coalition-response-operations-including-mutual-aid/21
https://asprtracie.hhs.gov/technical-resources/57/healthcare-facility-evacuation-sheltering/0
https://asprtracie.hhs.gov/technical-resources/58/hospital-surge-capacity-and-immediate-bed-availability/0
https://asprtracie.hhs.gov/technical-resources/58/hospital-surge-capacity-and-immediate-bed-availability/0
https://asprtracie.hhs.gov/technical-resources/160/the-lgbtqi-community-and-disaster-preparedness-and-response/0
https://asprtracie.hhs.gov/technical-resources/160/the-lgbtqi-community-and-disaster-preparedness-and-response/0
https://asprtracie.hhs.gov/technical-resources/48/alternate-care-sites-including-shelter-medical-care/47
https://asprtracie.hhs.gov/technical-resources/48/alternate-care-sites-including-shelter-medical-care/47
https://asprtracie.hhs.gov/technical-resources/49/ambulatory-care-and-federally-qualified-health-centers-fqhc/47
https://asprtracie.hhs.gov/technical-resources/49/ambulatory-care-and-federally-qualified-health-centers-fqhc/47
https://asprtracie.hhs.gov/technical-resources/50/dialysis-centers/47
https://asprtracie.hhs.gov/technical-resources/51/homecare-and-hospice/47
https://asprtracie.hhs.gov/technical-resources/52/long-term-care-facilities/47
https://asprtracie.hhs.gov/technical-resources/53/pharmacy/47
https://asprtracie.hhs.gov/technical-resources/92/rural-disaster-health/47
https://asprtracie.hhs.gov/technical-resources/55/virtual-medical-care/47
https://asprtracie.hhs.gov/technical-resources/67/mass-distribution-and-dispensing-of-medical-countermeasures/0
https://asprtracie.hhs.gov/technical-resources/67/mass-distribution-and-dispensing-of-medical-countermeasures/0
https://asprtracie.hhs.gov/technical-resources/85/mass-gatherings-special-events/0
https://asprtracie.hhs.gov/technical-resources/68/mental-behavioral-health-non-responders/0
https://asprtracie.hhs.gov/technical-resources/70/patient-movement-and-tracking/0
https://asprtracie.hhs.gov/technical-resources/31/pediatric-children/0
https://asprtracie.hhs.gov/technical-resources/62/access-and-functional-needs/0
https://asprtracie.hhs.gov/technical-resources/62/access-and-functional-needs/0
https://asprtracie.hhs.gov/technical-resources/54/pre-hospital-ems/0
https://asprtracie.hhs.gov/technical-resources/33/pre-hospital-mass-casualty-triage-and-trauma-care/0
https://asprtracie.hhs.gov/technical-resources/17/continuity-of-operations-coop-business-continuity-planning/110
https://asprtracie.hhs.gov/technical-resources/17/continuity-of-operations-coop-business-continuity-planning/110
https://asprtracie.hhs.gov/technical-resources/18/recovery-planning/110
https://asprtracie.hhs.gov/technical-resources/72/responder-safety-and-health/0
https://asprtracie.hhs.gov/technical-resources/41/bioterrorism-and-high-consequence-biological-threats/27
https://asprtracie.hhs.gov/technical-resources/41/bioterrorism-and-high-consequence-biological-threats/27
https://asprtracie.hhs.gov/technical-resources/29/chemical-hazards/27
https://asprtracie.hhs.gov/technical-resources/44/coronaviruses-sars-mers-and-covid-19/27
https://asprtracie.hhs.gov/technical-resources/45/ebola-vhf/27
https://asprtracie.hhs.gov/technical-resources/42/influenza-epidemic-pandemic/27
https://asprtracie.hhs.gov/technical-resources/36/natural-disasters/27
https://asprtracie.hhs.gov/technical-resources/32/radiological-and-nuclear/27
https://asprtracie.hhs.gov/technical-resources/35/utility-failures/0
https://asprtracie.hhs.gov/technical-resources/81/veterinary-issues/0
https://asprtracie.hhs.gov/technical-resources/74/volunteer-management/0
https://asprtracie.hhs.gov/technical-resources/75/workplace-violence/0
https://asprtracie.hhs.gov/technical-resources/87/zika/27
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Health Care Emergency Preparedness Resources at Your Fingertips

Access our ASPR TRACIE-
developed resources here.

Access our 2023 Year in 
Review Report here. 

https://asprtracie.hhs.gov/tracie-resources
https://asprtracie.hhs.gov/tracie-resources
https://files.asprtracie.hhs.gov/documents/aspr-tracie-2023-annual-report.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-2023-annual-report.pdf
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Assistance Center 
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Information Exchange



Unclassified/For Public UseUnclassified 11

ASPR TRACIE Web-Based Learning Opportunities

• National Webinars
• COVID-19 Speaker Series (42)
• Health Care System Preparedness 

Considerations Speaker Series (21)
• Specialty Surge Annexes (Burn, 

Pediatrics)
• Innovations in Hospital Design
• Utility Failures
• Mass Casualty Incidents
• Cyber Threats

https://attendee.gotowebinar.com/recording/1197387281531566083
https://asprtracie.hhs.gov/tracie-resources#webinars-and-videos
https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-operations-during-covid-19-pandemic-webinar-series.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-system-preparedness-considerations-speaker-series-summary.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-system-preparedness-considerations-speaker-series-summary.pdf
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Select ASPR TRACIE Resources
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Select Natural Disasters Resources
• Climate Change Resilience and Healthcare System Considerations
• Climate Change and Healthcare System Considerations Topic Collection
• Extreme Heat Events: Lessons from Seattle’s Record-Breaking 

Summers
• Healthcare Facility Extreme Weather Resilience and Mitigation (Webinar)
• Healthcare Facility Evacuation/Sheltering Topic Collection
• Hurricane Resources Page
• Major Earthquakes & Cascading Events: Potential Health and Medical 

Implications 
• Managing the Storm After the Storm: Healthcare in TX Recovers from 

Severe Winter Weather 
• Natural Disasters Topic Collection
• Post-Disaster Lessons Learned: Dialysis Patient Management
• The Exchange Issue 6: Evacuating Healthcare Facilities
• The Exchange Issue 10: Preparing for and Responding to Wildfires and 

Planned Outages 

https://files.asprtracie.hhs.gov/documents/aspr-tracie-climate-change-resilience-and-healthcare-system-considerations-508.pdf
https://asprtracie.hhs.gov/technical-resources/158/climate-change-and-healthcare-system-considerations/0
https://files.asprtracie.hhs.gov/documents/extreme-heat-events-lessons-from-seattles-record-breaking-summers.pdf?_gl=1*1wxnolw*_ga*Mjc0MjQwNzU0LjE3MjI2MDcyMzM.*_ga_MVDGKJH51Y*MTcyMzQ3MTA5My4xOC4xLjE3MjM0NzExMDMuMC4wLjA.
https://files.asprtracie.hhs.gov/documents/extreme-heat-events-lessons-from-seattles-record-breaking-summers.pdf?_gl=1*1wxnolw*_ga*Mjc0MjQwNzU0LjE3MjI2MDcyMzM.*_ga_MVDGKJH51Y*MTcyMzQ3MTA5My4xOC4xLjE3MjM0NzExMDMuMC4wLjA.
https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-facility-resilience-webinar-ppt.pdf
https://asprtracie.hhs.gov/technical-resources/57/healthcare-facility-evacuation-sheltering
https://asprtracie.hhs.gov/hurricane-resources
https://files.asprtracie.hhs.gov/documents/aspr-tracie-earthquake-and-cascading-events-12-10-18--2-3-2021.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-earthquake-and-cascading-events-12-10-18--2-3-2021.pdf
https://files.asprtracie.hhs.gov/documents/managing-the-storm-after-the-storm-healthcare-in-tx-recovers-from-severe-winter-weather.pdf
https://files.asprtracie.hhs.gov/documents/managing-the-storm-after-the-storm-healthcare-in-tx-recovers-from-severe-winter-weather.pdf
https://asprtracie.hhs.gov/technical-resources/36/natural-disasters/27
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-post-disaster-dialysis-best-practices.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue-6.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue10-final-508.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue10-final-508.pdf
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Extreme Weather and Healthcare: Lessons Learned 
and Considerations for the Future

• Supporting the Community through Historic 
Flooding: Central Vermont Medical Center’s 
2023 Experience

• Hot Spots: Reflecting on the Summer of 2023

• Extreme Weather and Healthcare – Are you 
Ready for a Burn Disaster?

• Climate Resilience and Mitigation: The 
Federal Perspective

The Exchange, Issue 19

https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue-19.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue-19.pdf
https://files.asprtracie.hhs.gov/documents/supporting-the-community-through-historic-flooding-cvmc-experience.pdf
https://files.asprtracie.hhs.gov/documents/supporting-the-community-through-historic-flooding-cvmc-experience.pdf
https://files.asprtracie.hhs.gov/documents/supporting-the-community-through-historic-flooding-cvmc-experience.pdf
https://files.asprtracie.hhs.gov/documents/hot-spots--reflecting-on-the-summer-of-2023.pdf
https://files.asprtracie.hhs.gov/documents/extreme-weather-and-healthcare--are-you-ready-for-a-burn-disaster.pdf
https://files.asprtracie.hhs.gov/documents/extreme-weather-and-healthcare--are-you-ready-for-a-burn-disaster.pdf
https://qejutv9ab.cc.rs6.net/tn.jsp?f=001R4JmlqZbSk_f0EmkyhpBm82kpuadYTHb9AXo_ByQhT4SrWmM3DDPrDPjL6Uq26_FeOh0b1fZDJbKEfXhrFBuqRKNHev6Wt56H84c5z138kuijygSfabg4BJuzXECubBn6ToSWrhNY6Y4GQJK_3Zm0QKTCcBjFhXH3jYfmA32VJ26dH-unwYHCgQxjVsLfyCEAvXfHsRaer9SDwpNDAjxQh4DK2tV93dZVS5fvbG9hciIAWm-cW_cvZ6ORgVjmW42CLUib7bzHDa4XTWFY78XUQ==&c=Yd8_CU2K4K1gH0N24E8M8uyCILC0lSP6bjcI7nlrPEOz3plHYJVqKw==&ch=RyOygrTtgipmXWbviBhSGF6SbrGf3QBLBc3Wg6S53pQeezi-1dJl-A==
https://files.asprtracie.hhs.gov/documents/climate-resilience-and-mitigation-the-federal-perspective.pdf
https://files.asprtracie.hhs.gov/documents/climate-resilience-and-mitigation-the-federal-perspective.pdf
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Select Utility Outages Resources

• Challenges and Considerations for Healthcare Facilities 
and Residents Affected by Planned Power Outages

• Identifying and Overcoming Healthcare Communications 
Vulnerabilities: Nashville, TN

• Impacts of Planned and Unplanned Power Disruptions on 
California's Public Health and Medical Systems

• Lessons Learned from the Medstar Health System 
Outage

• Managing the Storm after the Storm: Healthcare in TX 
Recovers from Severe Winter Weather

• Sudden Water Loss and Actionable Considerations 
(Recording)

• The Hurricane Ian Experience at Lee Health: Wreckage, 
Resilience, and Recovery (Recording)

• Utility Failures Topic Collection

A suite of tip sheets that can help health 
care facility managers and emergency 
planners identify issues to consider 
when planning for and responding to 
various types of utility failures 
(electricity, fuel, oxygen, 
communications, and water).

https://files.asprtracie.hhs.gov/documents/challenges-and-considerations-for-those-affected-by-planned-outages.pdf
https://files.asprtracie.hhs.gov/documents/challenges-and-considerations-for-those-affected-by-planned-outages.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-identifying-and-overcoming-healthcare-communications-vulnerabilities-nashville.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-identifying-and-overcoming-healthcare-communications-vulnerabilities-nashville.pdf
https://files.asprtracie.hhs.gov/documents/impacts-of-planned-and-unplanned-power-disruption-on-ca-public-health-and-medical-systems.pdf
https://files.asprtracie.hhs.gov/documents/impacts-of-planned-and-unplanned-power-disruption-on-ca-public-health-and-medical-systems.pdf
https://files.asprtracie.hhs.gov/documents/lessons-learned-from-the-medstar-health-system-outage-508.pdf
https://files.asprtracie.hhs.gov/documents/lessons-learned-from-the-medstar-health-system-outage-508.pdf
https://files.asprtracie.hhs.gov/documents/managing-the-storm-after-the-storm-healthcare-in-tx-recovers-from-severe-winter-weather.pdf
https://files.asprtracie.hhs.gov/documents/managing-the-storm-after-the-storm-healthcare-in-tx-recovers-from-severe-winter-weather.pdf
https://files.asprtracie.hhs.gov/documents/hca-water-pressure-loss-uri-speaker-series-ppt.pdf
https://files.asprtracie.hhs.gov/documents/hurricane-ian-lee-health-wreckage-resilience-recovery.pdf
https://files.asprtracie.hhs.gov/documents/hurricane-ian-lee-health-wreckage-resilience-recovery.pdf
https://asprtracie.hhs.gov/technical-resources/35/utility-failures/0
https://files.asprtracie.hhs.gov/documents/utility-failures-in-health-care-toolkit-summary.pdf
https://files.asprtracie.hhs.gov/documents/utility-failures-in-health-care-electricity.pdf
https://files.asprtracie.hhs.gov/documents/utility-failure-tip-sheet-fuel.pdf
https://files.asprtracie.hhs.gov/documents/utility-failure-tip-sheet-oxygen.pdf
https://files.asprtracie.hhs.gov/documents/utility-failure-tip-sheet-telecommunications.pdf
https://files.asprtracie.hhs.gov/documents/utility-failure-tip-sheet-water.pdf
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Select Mass Casualty and Patient Surge Resources
• Active Shooter and Explosives TC
• Considerations for Assessing Regional Patient Load-Balancing Effects 

during COVID-19
• Emergency Operations Plans/ Emergency Management Program TC
• Exchange Issue 18: Innovations in Health Care Surge Capacity 

Management
• Hospital Mass Casualty Response Plan Considerations
• Hospital Surge Capacity and Immediate Bed Availability TC
• Mass Casualty Hospital Capacity Expansion Toolkit and Toolkit 

Demonstration 
• Medical Operations Coordination Cells Toolkit (Third Edition)
• Patient Movement, MOCC, and Tracking Topic Collection
• Response to the Bryce Canyon Tour Bus Mass Casualty Incident 

(Speaker Series Recording)

https://asprtracie.hhs.gov/technical-resources/30/active-shooter-and-explosives/0
https://files.asprtracie.hhs.gov/documents/considerations-for-assessing-regional-patient-load-balancing-effects-during-covid-9-1-2020.pdf
https://files.asprtracie.hhs.gov/documents/considerations-for-assessing-regional-patient-load-balancing-effects-during-covid-9-1-2020.pdf
https://asprtracie.hhs.gov/technical-resources/84/emncy-operations-plans-emncy-management-program/1
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue-18.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue-18.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-mci-response-plan-considerations.pdf
https://asprtracie.hhs.gov/technical-resources/58/hospital-surge-capacity-and-immediate-bed-availability/0
https://files.asprtracie.hhs.gov/documents/mass-casualty-hospital-capacity-expansion-toolkit.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-preparedness-series---mass-casualty-hospital-capacity-expansion-toolkit.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-preparedness-series---mass-casualty-hospital-capacity-expansion-toolkit.pdf
https://files.asprtracie.hhs.gov/documents/fema-mocc-toolkit.pdf
https://asprtracie.hhs.gov/technical-resources/70/patient-movement-moccs-and-tracking/0
https://files.asprtracie.hhs.gov/documents/response-to-the-bryce-canyon-tour-bus-mass-casualty-incident-ppt.pdf
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Crisis Standards 
of Care Resources

CSC Resource Page

CSC Topic Collection

CSC Briefs
Health Care Providers
Planners
Principles

Hospital Surge Capacity and Immediate Bed 
Availability Topic Collection

Hospital Crisis Standards of Care Resource 
Allocation Annex Template

Crisis Standards of Care: Lessons From the 
COVID-19 Pandemic (Speaker Series)

Public Messaging
Support for Clinical 
Allocation Decisions

https://asprtracie.hhs.gov/csc
https://asprtracie.hhs.gov/technical-resources/63/crisis-standards-of-care/0
https://files.asprtracie.hhs.gov/documents/aspr-tracie-crisis-standards-of-care-briefs-summary.pdf
https://asprtracie.hhs.gov/technical-resources/58/hospital-surge-capacity-and-immediate-bed-availability/58
https://asprtracie.hhs.gov/technical-resources/58/hospital-surge-capacity-and-immediate-bed-availability/58
https://files.asprtracie.hhs.gov/documents/template-hospital-csc-resource-allocation-annex.pdf
https://files.asprtracie.hhs.gov/documents/template-hospital-csc-resource-allocation-annex.pdf
https://files.asprtracie.hhs.gov/documents/csc-lessons-from-the-covid-19-pandemic-speaker-series.pdf
https://files.asprtracie.hhs.gov/documents/csc-lessons-from-the-covid-19-pandemic-speaker-series.pdf
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Select Pandemic and Emerging Infectious Diseases Resources 

Resources
• Avian Influenza Quick Facts

• Considerations for the Use of Temporary Surge 
Sites for Managing Seasonal Patient Surge 

• EMS Infectious Disease Playbook

• Healthcare Coalition Infectious Disease Surge 
Annex Template

• Healthcare Coalition Influenza Pandemic Checklist 

• Infection Prevention and Control: Incorporating 
Lessons Learned in Managing Special Pathogens 
(webinar)

• Outbreak Considerations for Long-Term Care 
Communities

• Step Care for Ebola/Viral Hemorrhagic Fever 
Patients: Guidance for International Field Hospitals

Topic Collections and Resource Pages
• Mpox Resource Page

• Infectious Diseases Resource Page

• Coronaviruses (e.g., SARS, MERS and COVID-19) 
TC

• COVID-19

• Influenza Epidemic/ Pandemic TC

• Ebola/VHF TC

• Zika TC

https://files.asprtracie.hhs.gov/documents/avian-influenza-quick-facts.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-considerations-for-the-use-of-temporary-care-locations-for-managing-seasonal-patient-surge.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-considerations-for-the-use-of-temporary-care-locations-for-managing-seasonal-patient-surge.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-transport-playbook-508.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-step-by-step-guide-to-implementing-the-coalition-infectious-disease-surge-annex-ttx-template-final.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-step-by-step-guide-to-implementing-the-coalition-infectious-disease-surge-annex-ttx-template-final.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-hcc-pandemic-checklist-508.pdf
https://files.asprtracie.hhs.gov/documents/infection-prevention-and-control-incorporating-lessons-learned-in-managing-special-pathogens.pdf
https://files.asprtracie.hhs.gov/documents/infection-prevention-and-control-incorporating-lessons-learned-in-managing-special-pathogens.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-covid-19-long-term-care-considerations-toolkit-final.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-covid-19-long-term-care-considerations-toolkit-final.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ebola-step-care-508.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ebola-step-care-508.pdf
https://asprtracie.hhs.gov/monkeypox
https://asprtracie.hhs.gov/infectious-disease
https://asprtracie.hhs.gov/technical-resources/44/coronaviruses-sars-mers-and-covid-19/27
https://asprtracie.hhs.gov/technical-resources/44/coronaviruses-sars-mers-and-covid-19/27
https://asprtracie.hhs.gov/covid-19
https://asprtracie.hhs.gov/technical-resources/42/influenza-epidemic-pandemic/27
https://asprtracie.hhs.gov/technical-resources/45/ebola-vhf/27
https://asprtracie.hhs.gov/technical-resources/87/zika/27
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Disaster Available Supplies in Hospitals (DASH) Tool

• Online, interactive tool built on the 
Tableau platform.

• Designed to help mitigate hospital 
supply shortages by pre-identifying 
likely needed products and their 
quantities. 

• Recommendations are based on 
user inputs about the hospital and 
the community it serves.

• Preparedness tool – not intended 
to be used during response to an 
incident. 

https://dashtool.org/ 

https://dashtool.org/
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Select Mass Violence and Workforce Safety Resources

Resources
• Civil Unrest During a Pandemic: 

Notes from Minneapolis
• Healthcare Workplace Violence 

Speaker Series
• Mass Violence/Active Shooter 

Incident Tip Sheets
• Mass Violence Resource Page
• On-Campus Healthcare Armed 

Assailant Planning Considerations
• Strategies for Healthcare Workplace 

Violence Prevention: Risk 
Assessment and De-Escalation 
(webinar)

• Resources for Hospitals During Civil 
Unrest (TA response)

Topic Collections
• Active Shooter and Explosives
• Workplace Violence

Exchanges 
• Issue 3: Preparing For and 

Responding to No-Notice Events
• Issue 7: Providing Healthcare During 

No-Notice Incidents
• Issue 14: The Impact of Civil Unrest 

and Workplace Violence on 
Healthcare

20

https://files.asprtracie.hhs.gov/documents/aspr-tracie-civil-unrest-during-a-pandemic-notes-from-minneapolis.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-civil-unrest-during-a-pandemic-notes-from-minneapolis.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-health-care-workplace-violence-speaker-series-summary.pdf?_gl=1*10fc6hg*_ga*Mjc0MjQwNzU0LjE3MjI2MDcyMzM.*_ga_MVDGKJH51Y*MTcyMzQ5MzIyOC4yMi4xLjE3MjM0OTU1OTguMC4wLjA.
https://files.asprtracie.hhs.gov/documents/aspr-tracie-health-care-workplace-violence-speaker-series-summary.pdf?_gl=1*10fc6hg*_ga*Mjc0MjQwNzU0LjE3MjI2MDcyMzM.*_ga_MVDGKJH51Y*MTcyMzQ5MzIyOC4yMi4xLjE3MjM0OTU1OTguMC4wLjA.
https://asprtracie.hhs.gov/mass-violence#mass-violence-active-shooter-incident-tip-sheets
https://asprtracie.hhs.gov/mass-violence#mass-violence-active-shooter-incident-tip-sheets
https://asprtracie.hhs.gov/mass-violence
https://files.asprtracie.hhs.gov/documents/on-campus-hospital-armed-assailant-planning-considerations.pdf
https://files.asprtracie.hhs.gov/documents/on-campus-hospital-armed-assailant-planning-considerations.pdf
https://files.asprtracie.hhs.gov/documents/strategies-for-healthcare-workplace-violence-prevention-risk-assessment-and-de-escalation-webinar-ppt.pdf
https://files.asprtracie.hhs.gov/documents/strategies-for-healthcare-workplace-violence-prevention-risk-assessment-and-de-escalation-webinar-ppt.pdf
https://files.asprtracie.hhs.gov/documents/strategies-for-healthcare-workplace-violence-prevention-risk-assessment-and-de-escalation-webinar-ppt.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-hospitals-and-civil-unreset-resources--6-1-2020.pdf?_gl=1*1kwvbj5*_ga*Mjc0MjQwNzU0LjE3MjI2MDcyMzM.*_ga_MVDGKJH51Y*MTcyMzQ3NjEyOC4xOS4xLjE3MjM0NzgwMTAuMC4wLjA.
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-hospitals-and-civil-unreset-resources--6-1-2020.pdf?_gl=1*1kwvbj5*_ga*Mjc0MjQwNzU0LjE3MjI2MDcyMzM.*_ga_MVDGKJH51Y*MTcyMzQ3NjEyOC4xOS4xLjE3MjM0NzgwMTAuMC4wLjA.
https://asprtracie.hhs.gov/technical-resources/30/active-shooter-and-explosives/0
https://asprtracie.hhs.gov/technical-resources/75/workplace-violence/0
https://files.asprtracie.hhs.gov/documents/aspr-tracie-newsletter-the-exchange-issue-3.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-newsletter-the-exchange-issue-3.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-newsletter-issue-7-508.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-newsletter-issue-7-508.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue14.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue14.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue14.pdf


Select Behavioral Health Resources
• Disaster Behavioral Health Resource Page

• Disaster Behavioral Health: Resources at Your Fingertips 
• Mini Modules to Relieve Stress For Healthcare Workers 

(more comprehensive modules also available)
• Opioids: Frequently Asked Questions
• Self-Care for Healthcare Workers Modules
• Tips for Retaining and Caring for Staff after a Disaster

Topic Collections
• Mental/Behavioral Health (non-responders)
• Disasters and Healthcare Disparity
• Responder Safety and Health TC
Exchange Issues
• Issue 4: Disaster Behavioral Health and Resilience 
• Issue 12: COVID-19 and Healthcare Professional Stress and 

Resilience

https://asprtracie.hhs.gov/dbh-resources
https://files.asprtracie.hhs.gov/documents/aspr-tracie-dbh-resources-at-your-fingertips.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-mini-modules-to-relieve-stress-for-healthcare-workers-responding-to-covid-19.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-dbh-self-care-for-healthcare-workers-modules-description-final-8-19-19.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-opioids-faq.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-dbh-self-care-for-healthcare-workers-modules-description-final-8-19-19.pdf
https://files.asprtracie.hhs.gov/documents/tips-for-retaining-and-caring-for-staff-after-disaster.pdf
https://asprtracie.hhs.gov/technical-resources/68/mental-behavioral-health-non-responders/0
https://asprtracie.hhs.gov/technical-resources/156/disasters-and-healthcare-disparity/0
https://asprtracie.hhs.gov/technical-resources/72/responder-safety-and-health/0
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-newsletter-vol2-issue1.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue12-final.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue12-final.pdf
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Select Workforce Shortage Resources

Healthcare Provider 
Shortages-Resources and 

Strategies for Meeting 
Demand

Health Care Facility 
Onboarding Checklist

Direct Care Workforce 
Resources (TA Response)

Economic and Behavioral 
Health Impacts from 

Disasters (TA Response)

https://files.asprtracie.hhs.gov/documents/healthcare-workforce-strategies-for-managing-a-surge-in-healthcare-provider-demand.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-workforce-strategies-for-managing-a-surge-in-healthcare-provider-demand.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-workforce-strategies-for-managing-a-surge-in-healthcare-provider-demand.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-workforce-strategies-for-managing-a-surge-in-healthcare-provider-demand.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-facility-onboarding-checklist-fillable-final.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-facility-onboarding-checklist-fillable-final.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-direct-care-workforce-resources-5-29-2020.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-direct-care-workforce-resources-5-29-2020.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-economic-and-bh-impacts-recent-disasters-6-26-2020.docx.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-economic-and-bh-impacts-recent-disasters-6-26-2020.docx.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-ta-economic-and-bh-impacts-recent-disasters-6-26-2020.docx.pdf
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New to Health Care 
Emergency Management? 

Start Here! 

• Hazard Vulnerability/Risk Assessment Topic Collection

• ASPR TRACIE Evaluation of Hazard Vulnerability 
Assessment Tools

• Emergency Operations Plans/ Emergency 
Management Program Topic Collection

• Exercise Program Topic Collection

• Natural Disasters Topic Collection

• Responder Safety and Health Topic Collection

• ASPR TRACIE Resource Pages

• ASPR TRACIE Tools and Templates

• Emergency Preparedness Information Modules for 
Nurses in Acute Care Settings

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftechnical-resources%2F3%2Fhazard-vulnerability-risk-assessment%2F1&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852779810%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=qCam%2Bhs%2BhiNO1X0gJyOb8i9s5aDD9loZ0H%2BTj67%2BisE%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ffiles.asprtracie.hhs.gov%2Fdocuments%2Faspr-tracie-evaluation-of-hva-tools-3-10-17.pdf&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852785950%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rmqRCD%2FwxdTFP%2FXG73n9%2FZZv5SLmuVPrVwEasO4N3Yo%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ffiles.asprtracie.hhs.gov%2Fdocuments%2Faspr-tracie-evaluation-of-hva-tools-3-10-17.pdf&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852785950%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rmqRCD%2FwxdTFP%2FXG73n9%2FZZv5SLmuVPrVwEasO4N3Yo%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftechnical-resources%2F84%2Femncy-operations-plans-emncy-management-program%2F1&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852792599%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=PDbMM%2F%2FUikOUAOUWI%2BUuyaHba10sZtep1gjIvF71a40%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftechnical-resources%2F84%2Femncy-operations-plans-emncy-management-program%2F1&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852792599%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=PDbMM%2F%2FUikOUAOUWI%2BUuyaHba10sZtep1gjIvF71a40%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftechnical-resources%2F7%2Fexercise-program%2F1&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852798536%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=CGVv1h50qIpWOJiGxvO0W5HFNofKRXpObTfxrA4%2F%2BCM%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftechnical-resources%2F36%2Fnatural-disasters%2F27&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852804805%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2FYpJcVuQmeIcLClQ7lJmy%2BC7JfNm2795uyqfA16%2BGis%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftracie-resources%23comprehensive-topic-collections&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852810790%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=wGFdFQmwpUnMllDP9UKZX%2BpO2QAQd72ncM40sDxBk6Y%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftracie-resources%23resource-pages&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852816902%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=TN%2B7XvLZ2oj8JUZL5DOWgVlrfeSeP5jy2Md1cfCZHFI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fasprtracie.hhs.gov%2Ftracie-resources%23tools-and-templates&data=05%7C02%7CCorina.SoleBrito%40hhs.gov%7C3ca5413c13c84a381c8108dcb71b7a6d%7Cd58addea50534a808499ba4d944910df%7C0%7C0%7C638586575852822611%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=dXAnxe%2FcAnirSvBuV%2Fbf3aMbzOz2L5x11GPJnBdXLHo%3D&reserved=0
https://files.asprtracie.hhs.gov/documents/aspr-tracie-emergency-preparedness-information-modules-for-nurses-and-economic-framework.pdf?_gl=1*1wyanok*_ga*MTM0MDY2MTU3MS4xNjkyOTA4NjQ2*_ga_MVDGKJH51Y*MTcyMzQ5MDIwNC4xNzIuMS4xNzIzNDkwNzQ1LjAuMC4w
https://files.asprtracie.hhs.gov/documents/aspr-tracie-emergency-preparedness-information-modules-for-nurses-and-economic-framework.pdf?_gl=1*1wyanok*_ga*MTM0MDY2MTU3MS4xNjkyOTA4NjQ2*_ga_MVDGKJH51Y*MTcyMzQ5MDIwNC4xNzIuMS4xNzIzNDkwNzQ1LjAuMC4w
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Resources for Health Care Coalitions 

Health Care Coalition Resource Page

Health Care Coalition Planning Templates 
and Specialty Surge Templates

Health Care Coalition Topic Collections

Health Care Coalition Engagement in 
COVID-19 Assessment (Infographic)

https://asprtracie.hhs.gov/hcc-resources
https://asprtracie.hhs.gov/hcc-resources#aspr-tracie-developed-tools-and-templates
https://asprtracie.hhs.gov/hcc-resources#aspr-tracie-developed-tools-and-templates
https://asprtracie.hhs.gov/hcc-resources#topic-collections
https://files.asprtracie.hhs.gov/documents/healthcare-coalition-engagement-in-covid-19-assessment-infographic-final.pdf?_gl=1*nmuzrz*_ga*MTM0MDY2MTU3MS4xNjkyOTA4NjQ2*_ga_MVDGKJH51Y*MTcyMzQ5MDIwNC4xNzIuMS4xNzIzNDkwMjA0LjAuMC4w
https://files.asprtracie.hhs.gov/documents/healthcare-coalition-engagement-in-covid-19-assessment-infographic-final.pdf?_gl=1*nmuzrz*_ga*MTM0MDY2MTU3MS4xNjkyOTA4NjQ2*_ga_MVDGKJH51Y*MTcyMzQ5MDIwNC4xNzIuMS4xNzIzNDkwMjA0LjAuMC4w
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Select Cybersecurity Readiness and Response Resources

• Healthcare System Cybersecurity: Readiness and Response 
Considerations and accompanying Overview Presentation and 
Webinar

• Checklists for operational use before, after, or during a 
cyberattack:
o Hospital Downtime Operations 
o Hospital Downtime Preparedness 
o Cyber Incident Response 
o Cyber Incident System Restoration

• Cybersecurity Resource Page
• Cybersecurity Topic Collection
• Electronic Health Records and Downtime Procedures Topic 

Collection

25

https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-system-cybersercurity-readiness-response.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-system-cybersercurity-readiness-response.pdf
https://files.asprtracie.hhs.gov/documents/practical-cybersecurity-recommendations-planning-and-recovery-best-practices.pdf
https://files.asprtracie.hhs.gov/documents/cybersecurity-response-experiences-and-considerations-webinar-final.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-system-cybersecurity-incident-considerations-hospital-downtime-operations-checklist.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-system-cybersecurity-incident-considerations-hospital-downtime-preparedness-checklist.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-system-cybersecurity-incident-response-checklist.pdf
https://files.asprtracie.hhs.gov/documents/healthcare-system-cybersecurity-incident-system-restoration-checklist.pdf
https://asprtracie.hhs.gov/cybersecurity
https://asprtracie.hhs.gov/technical-resources/86/cybersecurity/0
https://asprtracie.hhs.gov/technical-resources/66/electronic-health-records-and-downtime-procedures/0
https://asprtracie.hhs.gov/technical-resources/66/electronic-health-records-and-downtime-procedures/0
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Cybersecurity Performance Goals
Strengthening the Cybersecurity of the Health Care Sector and Keeping 

Patients Safe and Secure
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HHS recently released the HHS Roadmap for Healthcare and Public Health (HPH) Sector Cybersecurity. This document 
overviews HHS’ proposed framework to help the HPH Sector address cybersecurity threats and protect patients. It rests on 
four pillars of enhancing cybersecurity for the Sector:

Voluntary 
Cybersecurity 
Performance 

Goals 
for the Sector

Incentives and 
resources to 

implement 
cybersecuri ty 
best practices

ASPR as the 
One-Stop-Shop 
for health care 
cybersecuri ty

 

HHS 
Cybersecurity 

Strategy to 
increase 

enforcement and 
accountabi l i ty

Advancing the HHS Roadmap for Health Care and Public 
Health Sector Cybersecurity  

https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-Cybersecurity-Dec2023-508.pdf
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Based on industry-specific analysis, the CPGs set a floor for cybersecurity expectations for all health care and public health organizations, no matter their size or cyber 
maturity. The CPGs map directly to existing cybersecurity frameworks, including the National Institute of Standards and Technology (NIST) Cybersecurity Framework, 
the Healthcare Industry Cybersecurity Practices (HICP), and the National Cybersecurity Strategy. 

Increasing attacks
Between 2018-2022, the HPH Sector saw a 93% increase in large, reported 
breaches and a 278% increase in large breaches involving ransomware. 

Evolving threat landscape
The type, size, frequency, and scale of impact of cybersecurity attacks is 
continuously evolving and, due to a myriad factors, the HPH Sector cannot keep up. 

Chronic underfunding 
Cybersecurity planning efforts are chronically underfunded, leaving the Sector 
vulnerable and unable to address, or mitigate, cybersecurity risks. 

Requests for clear guidance
The HPH Sector has asked for help prioritizing most impactful practices to enhance 
cybersecurity tailored to their needs. # of cyberattacks on the HPH Sector, by 

type: Q3, 2023

Why Cybersecurity Performance Goals (CPGs) Now?
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The HPH CPGs were developed and adapted from the 2023 DHS/CISA-led Cross-Sector CPGs and provide HPH Sector-
specific cybersecurity guidance to health care and public health organizations at all levels of technical competency and 
resource-availability. 

Strengthen cyber preparedness

Improve cyber resilience

Protect patient information and safety

A baseline set of recommended cybersecurity controls and best 
practices with known risk-reduction values

Developed by HHS, DHS/CISA, and the private sector 
community for information technology (IT) and operational 
technology (OT) owners and operators to improve the state of 
cybersecurity within HPH entities

HHS CPGs work to simplify the confusion of multiple 
frameworks and recommendations, and support 
compliance with other regulatory requirements

Overview Benefits

What are the Health Care and Public Health Sector-specific 
Cybersecurity Performance Goals (CPGs)?
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The HPH CPGs help provide layered protection at different points of potential exploitation in health care digital systems. 
Layered protection at key points along the cybersecurity attack chain are crucial to mitigating the impacts of cybersecurity 
attacks when they occur. The HPH CPGs are divided into two categories supporting this layered approach: 

PPE Product Standardization Task Group PPE Product Standardization Report

Examples of Essential Goals

PPE Product Standardization Task Group Enhanced Goals

• Mitigate known vulnerabilities
• Enhance email security 
• Implement multifactor authentication
• Promote strong encryption
• Use unique credentials 
• Separate user and privileged accounts
• Establish both vendor and supplier cybersecurity requirements

Essential Goals

Essential Goals set a floor of safeguards to help health care 
organizations address common vulnerabilities, improve response 
when events occur, and minimize residual risk.

Enhanced Goals enable organizations to mature their 
cybersecurity capabilities and enhance the defenses needed to 
protect against less common, but potentially more impactful, attack 
vectors. 

Examples of Enhanced Goals

• Develop and oversee an asset inventory
• Implement third party vulnerability disclosures
• Establish cybersecurity testing procedures and norms
• Segment networks, especially mission critical assets
• Centralize log collection
• Centralize incident planning and preparedness
• Manage device and systems settings in a consistent manner

+

How Can Your Organization Take Immediate Action? 
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Where Can Your Office Go For More Information? 

Visit us at 
HPHcyber.hhs.gov

Questions? Reach out to 
CIP@hhs.gov
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Questions?
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Contact ASPR TRACIE- We are Here to Help You!
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